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pornography that is indistinguishable from actual child pornography. At
this point, however, as acknowledged in the new congressional finding,
technology has not yet reached the point where it can create a completely
virtual child that is indistinguishable from an actual child.1%® Therefore,
the “indistinguishable from” language bears the same constitutional infir-
mity that befell the CPPA’s “appears to be” language.

In addition to being overbroad, the new “indistinguishable from” lan-
guage is unconstitutionally vague. Its definition of “indistinguishable” is
linked to an “ordinary” person standard.}®* Who is the “ordinary” person?
Does it differ from a “reasonable” person? If it is meant to be synonymous
with the latter, other problems arise. The mens rea of Section 2252 is
“knowingly,” yet the assessment of whether an image is child pornography
is whether an ordinary person would so think.1%5 Thus, defendants who
do not know that they possess child pornography, where it is in the form
of a virtual image, can be convicted if an ordinary person would believe
the image was of an actual child. In effect, defendants are being convicted
on a negligence standard rather than the “knowingly” mens rea stated in
the statute and mandated by the Supreme Court.106

The expanded affirmative defense available to those charged with vio-
lating the Act may not survive constitutional scrutiny because, although it
extends to producers, distributors and possessors, it is difficult to see how
anyone other than the producer of virtual pornography would be able to
establish that no actual children were used. As the Free Speech Court rea-
soned, if the government professes difficulty in establishing that an image
is of an actual child, “it will be at least as difficult for the innocent posses-
sor.”107 Nevertheless, the majority did not rule out the possibility of an
appropriately drawn affirmative defense.1®® The PROTECT Act addresses
some of these concerns with the change in the affirmative defense cou-
pled with the changes in the record-keeping requirement. With some revi-

103. Morphing is child pornography. See 18 U.S.C. § 2256(8) (C); Timothy J.
Perla, Note, Attempting to End the Cycle of Virtual Pornography Prohibitions, 83 B.U. L.
Rev. 1209, 1212 n.10, 1213 n.21 (2003) (affirming CPPA and PROTECT Act’s
prohibitions of morphing visuals to appear as though “identifiable minor is engag-
ing in sexually explicit conduct™). See generally Congressional Findings, supra note
81, § 501(5) (“The technology will soon exist . . . to computer generate realistic
images of children.”) (emphasis added).

104. 18 U.S.C. § 2256 states that “the term ‘indistinguishable’ used with re-
spect to a depiction, means virtually indistinguishable, in that the depiction is such
that an ordinary person viewing the depiction would conclude that the depiction is
of an actual minor engaging in sexually explicit conduct.” 18 U.S.C. § 2256(11)
(emphasis added).

105. Compare id. § 2252, with id. § 2256(11).

106. But see United States v. X-Citement Video, Inc., 513 U.S. 64, 69 (1994)
(holding that § 2252 requires knowledge of both sexually explicit nature of mate-
rial and age of performers).

107. Ashcroft v. Free Speech Coalition, 535 U.S. 234, 255-56 (2002).
108. See id. at 256.
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sions, the record-keeping provisions can be the cornerstone of legislation
that protects virtual pornographers and actual children.

V. REGULATION OF THE VIRTUAL PORNOGRAPHY MARKET

Since the Supreme Court endorsed virtual pornography as a positive,
a commercial market for virtual pornography could develop. With it, so
could come some of the protections Congress seeks. Certainly, if the Su-
preme Court is correct and the existence of a virtual pornography market
results in the reduced exploitation of actual children in the creation of
pornography—that could be a positive result, depending on a few crucial
assumptions. First, one would have to accept the Court’s contention that
“[flew pornographers would risk prosecution by abusing real children if
fictional, computerized images would suffice.”!%® Unfortunately, many ex-
perts on child molesters explain that these individuals derive sexual gratifi-
cation from the pain inflicted on actual children, and the recording of
it.110 These producers of child pornography would not be interested in
virtual pornography. Concomitantly, some purveyors of child pornogra-
phy would also not have their appetites satiated if they knew they were
viewing images of virtual pornography. It is possible, therefore, that only a
small class of pornographers—those who are in it solely for profit—fit the
Free Speech rationale. Whether crimes against actual children will be re-
duced is yet to be seen.

As discussed in Part Three above, the government faces a great hurdle
in post-Free Speech cases of establishing that defendants knew they possessed
images of actual children. Government regulation of the virtual pornogra-
phy industry would require labeling of images so as to verify that the
images are virtual. Thus, the labeling provision may ultimately turn out to
be the best method for prosecuting actual child pornographers—those
who produce, distribute and possess child pornography—who would find
it more difficult to claim lack of knowledge. Whether the labeling provi-
sions are effective requires us to examine a number of issues.

Since the Supreme Court declared virtual pornography was protected
expression under the First Amendment, the first issue is whether Section
2257 of the PROTECT Act unduly burdens this right. An examination of
the legislative and judicial history of the original record-keeping provi-
sions provides clear guidance. The original provisions were enacted for
reasons that are strikingly similar (if not virtually identical) to the con-

109. Id. at 254.

110. See A. Nicholas Groth et al., The Child Molester: Clinical Observations, Liti-
GATION AND ADMINSTRATIVE PRACTICE COURSE HANDBOOK SERIES CRIMINAL LAW AND
URrBAN PROBLEMS, (Practicing Law Institute), Jan. 27, 1989, at 323 (“Child molesta-
tion is the sexual expression of non-sexual needs and unresolved life issues.”);
Court TV’s CRIME LiBrARY, Child Molestation, (“Molesters engage in sex with chil-
dren for a variety of reasons and sometimes these reasons have little 1o do with
sexual desires.”), at http://www.crimelibrary.com/criminal_mind/psychology/
pedophiles/2.html?sect=19 (last visited Jan. 18, 2005).
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cerns raised by computer-generated images. According to the 1986 Attor-
ney General’s Commission on Pornography, which was the catalyst for the
amendments to the original 1984 child pornography legislation,!!! regula-
tions were necessary to stem the use of children in pornographic films and
pictures.!1? Additionally, the report noted that requiring producers of
pornographic materials to ascertain the ages of the actors they employ
would eliminate claims of mistake or ignorance.!13

Producers and distributors of adult pornography immediately chal-
lenged the record-keeping provisions as unduly burdensome on their First
Amendment rights.!1* Ultimately, the Court of Appeals for the District of
Columbia Circuit, in American Library Association v. Reno,'!® found that the
provisions and related regulations!!® were constitutional. In doing so, the
court rejected the plaintiffs’ claims that the record-keeping provisions
were content-based; instead, the court ruled that “it is clear that Congress
enacted the Act [The Child Protection and Obscenity Enforcement Act of
1988] not to regulate the content of sexually explicit materials, but to pro-
tect children by deterring the production and distribution of child
pornography.”117

The Reno court further reasoned that content-neutral regulations are
constitutional if narrowly tailored, serve a significant governmental inter-
est and leave ample alternative channels of communication.!!'® Applying
that test to the record-keeping provisions, the court noted that they were
narrowly tailored to the prevention of child pornography because they ful-
filled three goals:

111. See Am. Library Ass’n v. Reno, 33 F.3d 78, 81 (D.C. Cir. 1994).

112. See FiNaL REPORT, supra note 11, at 618-20 (“Despite the umbrella pro-
tection provided by the Child Protection Act of 1984, loopholes remain that per-
mit the continued exploitation of children.”).

113. See id. at 620.

114. See Am. Library Ass’n v. Barr, 794 F. Supp. 412 (D.D.C. 1992, affd in part,
rev’d in part, sub nom. Am. Library Ass’n v. Reno, 33 F.3d 78 (D.C. Cir. 1994); Am.
Library Ass’n v. Thornburgh, 713 F. Supp. 469 (D.D.C. 1989), vacated by, sub nom.
Am. Library Ass’n v. Barr, 956 F.2d 1178 (D.C. Cir. 1992).

115. 33 F.3d 78 (D.C. Cir. 1994). The Reno court tailored the scope of the
record-keeping provisions by disallowing certain provisions and regulations. See id.
at 90-92. For example, it narrowed the scope of “secondary producers” and invali-
dated the requirement that producers keep records as long as they remain in busi-
ness. See id. at 91, 93. Later cases further refined the definition of “producer.” See
Sundance Assocs., Inc. v. Reno, 139 F.3d 804 (10th Cir. 1998) (clarifying definition
of “producer” under Child Protection and Obscenity Act); see also Connection Dis-
trib. Co. v. Reno, 154 F.3d 281, 285-86 (6th Cir. 1998) (same).

116. See 28 C.F.R. § 75 (1992); 57 Fed. Reg. 15017 (1992).

117. Reno, 33 F.3d at 86. The court noted that the goals of the record-keeping
provisions were threefold: first, to prevent the exploitation of children; second, to
deprive child pornographers of access to commercial markets; and third, to aid law
enforcement in identifying the performers in sexually explicit materials to verify
compliance with the law. See id. at 89.

118. See id. at 88.
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It ensures that primary producers actually confirm that a pro-
spective performer is of age; it deters children from attempting
to pass as adults; and most important, it creates the only mecha-
nism by which secondary producers (who by definition have no
contact with performers) can be required to verify the ages of the
individuals pictured in the materials they will be producing.}1®

Employing the Reno court’s rationale to virtual pornography, the reg-
ulation of virtual pornography should survive a constitutional challenge
that it unduly burdens protected speech. The same goals and concerns
apply to underage record-keeping provisions and virtual record-keeping
provisions. In both instances, the goal is to prevent the exploitation of
children. In both situations, the concern is that, without the provisions,
law enforcement is hampered in its ability to prosecute child
pornographers who claim lack of knowledge of the true nature of the
materials produced, distributed or possessed.

The second issue concerning the language of the newly amended Sec-
tion 2257 presents a more difficult constitutional challenge. The Section
now requires that “whoever produces any book, magazine, periodical,
film, videotape, or other matter which . . . contains one or more visual
depictions . . . of actual sexually explicit conduct,” shall create and maintain
records that validate that minors were not used.'?¢ The PROTECT Act
amendments define “produces” to include “computer generated image(s].”12?

Herein lies the problem that renders the Section constitutionally void
for vagueness: How can someone produce a computer-generated image of
“actual sexually explicit conduct?” If it is computer-generated, or virtual,
it does not contain actual conduct.?? The statute does not define “actual
sexually explicit conduct” except to state that it does not include “simu-
lated conduct.”'?® Moreover, judicial interpretation of the latter term is
scant.!?* Notably however, during Senate debates on the PROTECT Act,
Senator Leahy pointed out a similar ambiguity in the proposed new defini-

119. Id. at 89.

120. 18 U.S.C. § 2257(a) (1) (2000 & Supp. III 2003) (emphasis added).

121. Id. § 2257(h)(3) (emphasis added).

122. See 149 Conc. Rec. $2573-02, S2578 (daily ed. Feb. 24, 2003) (statement
of Sen. Leahy) (attacking 2252A and amending it to remove “actual sexually ex-
plicit conduct™).

123. 18 U.S.C. § 2257(h)(1).

124. See United States v. Adams, 343 F.3d 1024, 1036 (9th Cir. 2003), cert.
denied, 124 S.Ct. 2871 (2004) (holding definition of “sexually explicit conduct” in-
cluding term “simulated” not void for vagueness). Cf United States v. Carroll, 190
F.3d 290, 298 (5th Cir. 1999) (concluding that superimposing minor’s face on
body of person exhibiting genitals does not violate § 2251 (a), which prohibits de-
fendant from enticing or using minor to engage in actual or simulated sexually
explicit conduct), vacated in part and reinstated in part by, 227 F.3d 486, 488 (5th Cir.
2000) (per curium). In its opinion, the Carroll court noted that “our search did
not reveal another court’s interpretation of the ‘simulated . . . lascivious exhibi-
tion’ language.” Jd. at 294 n.6 (citation omitted).
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tions of child pornography.1?® Originally, the statute prohibited visual de-
pictions, including computer-generated images that were
“indistinguishable from that of an actual minor” engaging in sexually ex-
plicit conduct.126 Nevertheless, the definition of “sexually explicit conduct”
covered “actual sexual intercourse.”'?? Senator Leahy stated that he
believed:

[TThere is a vagueness concern in the new statute 2252A [en-
acted as 2256] because, while it is clearly aimed at “virtual” child
pornography (where no real children are involved), it still re-
quires “actual” conduct. In the realm of computer generated
images, however, the distinction between actual and simulated
conduct makes no sense.!?8

In response, the final version of the statute deleted the term “actual” and
replaced it with the term “graphic.”'?® Thus, the regulation provision as
presently constructed will not withstand constitutional scrutiny because of
its contradictory, and therefore vague, language.

To rectify this ambiguity, Congress should amend Section 2257 to
clarify its requirements with respect to producers of adult pornography
and producers of virtual pornography by creating two separate parts as
illustrated in Appendix One. The proposed Section 2257(I), as ap-
pended, should be limited to production of actual sexually explicit con-
duct involving real actors. The proposed Section 2257(II), as appended,
should be drafted with respect to producers of virtual pornography. Be-
cause the creation of virtual pornography does not involve actual individu-
als, there is no need for the verification requirements in 2257(b). Instead,
the proposed Section 2257(II)(b), as appended, should be created
whereby producers of virtual pornography will record the methods used to
create the virtual images, the specific program and software used, the
names and addresses of the programmers who created the images, the
location of the computer used in the production and the date of creation,
as well as other records necessary to verify that no actual minors were used
in the production.

The regulations promulgated to enforce the record-keeping provision
added an exemption that also needs to be adjusted in light of the amend-

125. See 149 Cona. REc. §2573-02, S2578 (daily ed. Feb. 24, 2003) (statement
of Sen. Leahy) (discussing Hatch-Leahy bill provisions that alter definition of
“child pornography”).

126. See id. at S2575 (detailing amendments to 18 U.S.C. § 2256).

127. Id. (emphasis added). The definition also covered “lascivious simulated
sexual intercourse”. Id. '

128. Id. at S2581. Senator Leahy stressed that he fears “clever defendants
might seek to argue that this new provision still requires proof [of] ‘actual’ sexual
acts involving real children.” Id.

129. See 18 U.S.C. § 2256(2)(B) (i) (2004) (defining characteristics of “sexu-
ally explicit conduct”).
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ments to Section 2257.13¢ Under the Code of Federal Regulations Section
75.7, depictions of simulated sexually explicit conduct are exempt from
the record-keeping requirements.’® This regulation directly conflicts
with Congress’s intent to extend the record-keeping requirement to cre-
ators of virtual pornography.!'®2 Therefore, the regulation must be
changed to eliminate the exemption for simulated sexually explicit con-
duct created by computer technology.!33

The new record-keeping provision states that evidence or information
obtained from the mandated records can now be used in the prosecution
of any child pornography offense, rather than just labeling offenses.134
This significantly expands the scope of Section 2257, which previously lim-
ited the use of information or evidence obtained from the records only to
prosecutions for violating the record-keeping provision.!3?> The impetus
for the original record-keeping legislation—the Attorney General’s Com-
mission on Pornography—stated that the information contained in the
records should not be used in pornography prosecutions so as to avoid
Fifth Amendment self-incrimination concerns.!3¢ Congress obeyed, thus
precluding any judicial or scholarly examination of the issue.!37 The self-

130. For a discussion of the record-keeping requirements on producers of
pornography, see supra notes 92-95 and accompanying text.

131. See28 C.F.R. § 75.7(a)(2) (2004) (providing exemption for record-keep-
ing requirement of 18 U.S.C. § 2257(a)~(c) (2004)).

132. See 149 Cone. Rec. §2573-02, S2584 (daily ed. Feb. 24, 2003) (statement
of Sen. Hatch) (discussing new provisions of PROTECT Act). Senator Hatch
noted that the new record-keeping “expands the scope of materials covered to
reflect the computerized manner in which they are increasingly being distributed
and sold. Producers of such sexually explicit materials must make and maintain
records confirming that no actual minors were involved in the making of the sexu-
ally explicit materials.” See id.

133. Simulated sexually explicit conduct using actual adults would still be sub-
ject to the existing exemption. For example, images merely suggesting off camera
sexual activity would be exempt. See Child Protection Restoration and Penalties
Enhancement Act of 1990, 57 Fed. Reg. 15,017, 15,019 (Apr. 24, 1992) (codified at
28 C.F.R. pt. 75).

134. 149 Conc. Rec. 5257302, S2578 (daily ed. Feb. 24, 2003) (“These
records, which will be helpful in proving that the material in question is not ‘vir-
tual’ child pornography, may be used in federal child pornography and obscenity
prosecutions under this Act.”).

135. Id. (noting need for changed record-keeping requirements).

136. See FinaL RePORT, supra note 11, at 621 (stating that information in
records should not be used in prosecution so as to avoid Fifth Amendment
problems).

137. To the contrary, initial challenges to Section 2257’s constitutionality as-
serted that it was not narrowly tailored to serve a significant governmental interest
because the evidence could not be used in a child pornography prosecution. See
Amer. Library Ass’'n v. Barr, 794 F. Supp. 412, 417 (D.D.C. 1992) (stating that Act
applies to all depictions of actual sexually explicit conduct regardless of age or
apparent age of model), aff’d in pan, rev’d in part, sub nom. Am. Library Ass'n v.
Reno, 33 F.3d 78 (D.C. Cir. 1994) (upholding requirement to hold records for
minimum of five years but struck down requirement to hold records indefinitely);
Amer. Library Ass’n v. Thornburgh, 713 F. Supp 469, 478 (D.D.C. 1989) (discuss-
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incrimination concerns were revived in Senate debates on the PROTECT
Act’s amendment to Section 2257 enlarging its scope.13® The resultant
expanded scope now demands an examination of such self-incrimination
issues.

The Fifth Amendment states that a person cannot be compelled to
incriminate him or herself.139 Yet, the privilege against self-incrimination
is not absolute. In two related areas, the courts have demarcated limita-
tions on the privilege. The first concerns records that the government
requires of those engaged in a regulated industry. Such *“required
records” are not privileged even if they may incriminate the record-
keeper.140 This doctrine limits the right against self-incrimination if three
criteria are met. First, the documents must be kept for an “essentially reg-
ulatory” purpose; second, the records must be of a kind that the regulated
party has customarily kept; and third, the records have assumed public
aspects, which make them analogous to public records.4!

In the seminal case Shapiro v. United States,'*? the defendant, a whole-
saler of produce during World War II, was subject to the record-keeping
provisions of the Emergency Price Control Act, which required him to
record price, sale and delivery information.!4® The defendant claimed his
privilege against self-incrimination after being ordered to produce his
records and prosecuted for violating the Act.!** In rejecting the defen-
dant’s constitutional claim, the Supreme Court noted that the congres-
sional intent behind the record-keeping provision was to aid law
enforcement, and therefore, Congress could not have intended to make

ing constitutional problems with Section 2257) vacated by, sub nom. Am. Library
Ass’n v. Barr, 956 F.2d 1178 (D.C. Cir. 1992); see also Amer. Library Ass’n v. Reno,
47 F.3d 1215, 1216 (D.C. Cir. 1995) (Tatel, J., dissenting) (stating there is serious
risk that Section 2257 burdens substantially more speech than necessary). Presum-
ably the expanded scope of the amended Section 2257 allays this concern.

138. See 148 Cone. Rec. S 11,199, 11,204 (daily ed. Nov. 15, 2002) (statement
of Sen. Leahy) (“[R]equiring producers to maintain records at the risk of criminal
liability for not doing so, which records can be used against them in a child por-
nography prosecution, violates the constitutional prohibition against mandatory
self-incrimination.”),

139. See U.S. Const. amend V (“[N]or shall be compelled in any criminal case
to be a witness against himself . . . .”).

140. See generally, Bernard D. Meltzer, Required Records, the McCarran Act, and
the Privilege Against Self-Incrimination, 18 U. Chr. L. Rev. 687 (1951) (discussing re-
quired records doctrine and effect on constitutional privilege against self-incrimi-
nation); Stephen A. Salwzburg, The Required Records Doctrine: Its Lessons for the
Privilege Against Self-Incrimination, 53 U. CH1. L. Rev. 6 (1986) (same).

141. See Grosso v. United States, 390 U.S. 62, 67-68 (1968) (detailing prem-
ises of required records doctrine). See generally Jeremy Hugh Temkin, “Hollow Rit-
ual[s]”: The Fifth Amendment and Self-Reporting Schemes, 34 UCLA L. Rev. 467 (1986)
(discussing required records doctrine and self-incrimination).

142. 335 U.S. 1 (1948).

143. See id. at 4 (noting defendant’s occupation and his required federal
records).

144. See id. at 5 (stating that defendant produced records, but claimed consti-
tutional privilege).
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them privileged.14® The majority reasoned that documents required to be
kept for the public benefit were not privileged.!4® Justice Frankfurter dis-
sented on the grounds that the mere requirement that records be kept
does not make them public records that are outside the scope of Fifth
Amendment protection.!*? He stressed that for records to be exempt
from constitutional protection, the public should have “the same right
that the Government has to peruse [these records], if not to use,
them.”148

Recently, in Environmental Defense Fund, Inc. v. Lamphier,'*° the defen-
dant argued that compelling him to notify the EPA of hazardous waste
activities and requiring him to obtain a permit for those activities forced
him to make incriminating disclosures in violation of the Fifth Amend-
ment.!5¢ The Fourth Circuit rejected this contention, and ruled that the
regulatory scheme set up by Congress to monitor the hazardous waste in-
dustry was not to outlaw the hazardous waste business, but rather to bring
people into compliance.!®® Making an analogy to Shapiro, the court
noted, “records required as part of a valid regulatory scheme (as opposed
to a ploy to entrap gamblers, drug dealers, etc.) are not barred on fifth
amendment grounds even though they may contain incriminating
information.”152

Closely related to, but distinct from, the required records doctrine are
self-reporting requirements. These statutory schemes require individuals
to provide information to the government. The extent to which the gov-
ernment can use such information against the provider also implicates the
privilege against self-incrimination.

In three cases decided on the same day and known as the “trilogy,”
the Supreme Court attempted to delineate the scope of the privilege in
self-reporting cases.133 The Court determined that where the activity for

145. See id. at 15 (stating that Congress’s intent was to aid effective enforce-
ment of record-keeping requirements and did not intend private privilege to
attach).

146. See id. at 32-33 (concluding that privilege of private papers cannot be
maintained for documents “which are the appropriate subjects of governmental
regulation” (quoting Davis v. United States, 328 U.S. 582, 589-90 (1946))).

147. See id. at 51 (Frankfurter, J., dissenting) (“If records merely because re-
quired to be kept by law ipso facto become public records, we are indeed living in
glass houses.”).

148. Id. at 55 (Frankfurter, J., dissenting).

149. 714 F.2d 331 (4th Cir. 1983).

150. See id. at 339 (stating Lamphier’s constitutional argument).

151. See id. ("In passing RCRA [Resource Conservation and Recovery Act],
Congress did not outlaw the hazardous waste business; it merely set up a regulatory
program for monitoring those activities.”).

152. Id.

153. See Marchetti v. United States, 390 U.S. 39 (1968) (examining whether
wagering tax statutes’ registration requirements violated defendant’s Fifth Amend-
ment privilege against self-incrimination); Grosso v. United States, 390 U.S. 62,
63-64 (1968) (same); Haynes v. United States, 390 U.S. 85 (1968) (analyzing
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which records were sought was essentially criminal, the self-incrimination
privilege prevailed. In Marchetti v. United States,'>* the defendant was a
professional gambler, who failed to comply with Internal Revenue Service
(IRS) requirements that he supply the IRS with information about his
gambling activities.!>> The defendant failed to supply the information or
to pay the requisite excise and occupational taxes on his wagering activi-
ties.1®¢ In challenging his convictions for income tax evasion, Mr.
Marchetti argued that the self-reporting requirement violated his right
against self-incrimination.’®” The Supreme Court agreed by reasoning
that, because gambling was illegal in all but one jurisdiction, the defen-
dant would be required to admit criminal behavior by filling out the
form.!138 The Court distinguished Shapiro by stressing that reporting re-
quirements in “‘an essentially non-criminal and regulatory area of inter-
est’”” do not violate the right against self-incrimination, whereas the
gambling regulation was incriminatory because it was targeting “a selective
group inherently suspect of criminal activities.”!59

Thus, the Supreme Court developed parallel lines of cases concern-
ing the keeping of required records and self-reporting provisions. Com-
mentators have noted the distinction between the two and the differing
test for determining Fifth Amendment problems.'® Nevertheless, in the

whether firearm registration requirements violated defendant’s Fifth Amendment
privilege against self-incrimination).

154. 390 U.S. 39 (1968). For a discussion of the protections offered by the
Fifth Amendment, see supra notes 139-41 and accompanying text.

155. See Marchetti, 390 U.S. at 40-41.

156. See id.

157. See id. at 41 (noting defendant’s argument that “statutory obligations to
register and pay occupational tax violated his Fifth Amendment privilege against
self-incrimination”).

158. See id. at 44-49 (stating that “petitioner’s assertion of the privilege as a
defense to this prosecution was entirely proper, and accordingly should have suf-
ficed to prevent his conviction”). Similarly, Grosso involved a gambler who failed to
comply with income tax statutes. See Grosso, 390 U.S. at 63—64. Haynes concerned
the failure to self-report a firearm purchase. See Haynes, 390 U.S. at 85.

159. See Marchetti, 390 U.S. at 57 (quoting Alberston v. Subversive Activities
Control Bd., 382 U.S. 70 (1965)). Alberston involved a selfreporting scheme di-
rected at members of the Communist Party, which the Supreme Court struck down
because it was targeting a selective group “inherently suspect of criminal activities.”
Alberston v. Subversive Activities Control Bd., 382 U.S. 70, 79 (1965). For a discus-
sion of Marchetti, see Envtl. Def. Fund, Inc. v. Lamphier, 714 F.2d 331, 339 (4th Cir.
1983) (“[W]hile reporting requirements in ‘an essentially non-criminal and regu-
latory area of inquiry’ are permissible despite the possibility of incidental self-in-
crimination, an inquiry directed to a ‘selective group inherently suspect of
criminal activities’ is not.”).

160. See Temkin, supra note 141, at 467 n.2 (discussing distinction between
required records and selfreporting provisions); see also Abraham Abramovsky,
Money Laundering and Narcotics Prosecution, 54 ForpaAaM L. Rev. 471, 495-97 (1986)
(discussing line of cases where Supreme Court addressed Fifth Amendment privi-
lege in self-reporting context); Irene Merker Rosenberg, Bouknight: Of Abused
Children and the Parental Privilege Against Self-Incrimination, 76 lowa L. Rev. 535,
540-47 (1991) (same). :
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initial congressional reports and hearings on the record-keeping provi-
sions, it appears that Congress was relying too heavily on the self-reporting
line of cases.!®! In believing that Section 2257 was governed not by the
required records line of cases, but instead by the self-reporting cases, the
original record-keeping provisions unduly limited the evidentiary use of
the information obtained by the records to find violations of Section 2257.

The PROTECT Act’s amendment expansion is permissible because
the record-keeping provisions here do not deal with an “essentially crimi-
nal” activity such as gambling. Under the Shapiro line of cases, Section
2257 will survive constitutional scrutiny by satisfying the three established
criteria. The first requirement is that the records must be kept for an
“essentially regulatory” purpose.}®2 Here, because producers of virtual
pornography are within their constitutional rights to engage in that activ-
ity, the records they must keep are essentially regulatory. If producers
comply with the record-keeping and labeling provisions, they are within
their rights to produce the pornography—unlike the Marchetti petitioner,
who risked gambling prosecutions because of the self-reporting
requirements.

The second requirement is that the records must be of the kind the
regulated party has customarily kept.1®3 Because the field of virtual por-
nography is so new, we cannot say that this criterion is met per se. Never-
theless, we can see that the industry is already accustomed to keeping
records of the actors employed in its productions by making an analogy to
the record-keeping requirement for the producers of adult pornogra-
phy.1%* Requiring records that document the means used to create under-
age virtual pornography should not be problematic.

The third requirement is that the records must have public as-
pects.185 Justice Frankfurter’s criteria in his Shapiro dissent highlights Sec-
tion 2257s constitutionality with respect to this criterion—because the
labeling would be required to be posted on all productions, it is certainly
available to the public.

Producers and distributors of virtual pornography should have no ob-
jection to such labeling because it would allow them to exercise their First
Amendment rights and protect them from unwarranted prosecution. The
government would benefit from the labeling because it would be easier to
prove that defendants knew they possessed actual child pornography if the
images did not include a virtual pornography label. Moreover, it would
ease the evidentiary burden of establishing that an image was of an actual

161. See H.R. Doc. No. 100-129, at 55-106 (1987) (providing analysis of pro-
posed Child Protection and Obscenity Enforcement Act of 1987 (citing Marchetti
and Albertson)).

162. See Grosso, 390 U.S. at 67-68 (stating first requirement).

163. See id. at 68 (stating second requirement).

164. For a discussion of record-keeping requirements for producers of por-
nography, see supra notes 92-95 and accompanying text.

165. See Grosso, 390 U.S. at 68 (stating third requirement).
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child. Concomitantly, the record-keeping provision would aid the posses-
sors of alleged child pornography in establishing their affirmative defense
that the images they possessed were completely virtual. They can buttress
this claim by introducing into evidence the label required by 2257 that
states that the images are of adults or are completely computer-generated.

VI. CoNCLUSION

As the post-Free Speech child pornography cases illustrate, the govern-
ment must prove two elements: first, that a pornographic image is of an
actual child, and second, that the defendant had knowledge of the authen-
ticity of the image.!%¢ Protecting actual children and the rights of virtual
pornographers can be accomplished by using the record-keeping provi-
sions, as modified according to the suggestions made above. If the Su-
preme Court is correct in its assessment that a virtual pornography market
is desirable, then images generated by producers of virtual pornography
will all contain the record-keeping label. Accordingly, those seeking con-
stitutionally protected images will come to rely on the label.'¢” Concomi-
tantly, the lack of a label can be used in a prosecution as evidence that the
defendant knew he was dealing with actual child pornography. Thus, the
best defense against child pornography may be to embrace virtual
pornography.

166. For a discussion of the government’s burden of proof in post-Free Speech
child pornography cases, see supra notes 40-80 and accompanying text.

167. If a producer of child pornography falsely affixes a statement that the
images are virtual, this analysis fails, but then so does the Supreme Court’s premise
that virtual pornography will dry up the market for actual child pornography.
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APPENDIX

MODEL STATUTE (Additions or amendments in italics)

- §2257. Record keeping requirements
I

(a) Whoever produces any book, magazine, periodical, film, videotape, or picture or
other matter of actual individuals which—

(1) contains one or more visual depictions made after November 1, 1990 of

actual sexualiy explicit conduct; and

(2) is produced in whole or in part with materials which have been
mailed or shipped in interstate or foreign commerce, or is
shipped or transported or is intended for shipment or transporta-
tion in interstate or foreign commerce;

shall create and maintain individually identifiable records pertaining
to every performer portrayed in such a visual depiction.

(b) Any person to whom subsection (a) applies shall, with respect to every
performer portrayed in a visual depiction of actual sexually explicit
conduct—

(1) ascertain, by examination of an identification document contain-
ing such information, the performer’s name and date of birth,
and require the performer to provide such other indicia of his or
her identity as may be prescribed by regulations;

(2) ascertain any name, other than the performer’s present and cor-
rect name, ever used by the performer including maiden name,
alias, nickname, stage, or professional name; and

(3). record in the records required by subsection (a) the information
required by paragraphs (1) and (2) of this subsection and such
other identifying information as may be prescribed by regulation.

{(c) Any person to whom subsection (a) applies shall maintain the records
required by this section at his business premises, or at such other
place as the Attorney General may by regulation prescribe and shall
make such records available to the Attorney General for inspection at
all reasonable times.

(d)

(1) No information or evidence obtained from records required to
be created or maintained by this section shall, except as provided
in this section, directly or indirectly, be used as evidence against
any person with respect to any violation of law.

(2) Paragraph (1) of this subsection shall not preclude the use of
such information or evidence in a prosecution or other action for
a violation of this chapter or chapter 71 [18 USCS §§ 2251 et seq.
or 1460 et seq.], or for a violation of any applicable provision of
law with respect to the furnishing of false information.

(e)
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Any person to whom subsection (a) applies shall cause to be af-
fixed to every copy of any matter described in paragraph (1) of
subsection (a) of this section, in such manner and in such form as
the Attorney General shall by regulations prescribe, a statement
describing where the records required by this section with respect
to all performers depicted in that copy of the matter may be
located.

If the person to whom subsection (a) of this section applies is an
organization the statement required by this subsection shall in-
clude the name, title, and business address of the individual em-
ployed by such organization responsible for maintaining the
records required by this section. |

(f) It shall be unlawful—

1)

(2)

(3)

(4)

for any person to whom subsection (a) applies to fail to create or
maintain the records as required by subsections (a) and (c) or by
any regulation promulgated under this section;
for any person to whom subsection (a) applies knowingly to make
any false entry in or knowingly to fail to make an appropriate en-
try in, any record required by subsection (b) of this section or any
regulation promulgated under this section;
for any person to whom subsection (a) applies knowingly to fail to
comply with the provisions of subsection (e) or any regulation
promulgated pursuant to that subsection; and
for any person knowingly to sell or otherwise transfer, or offer for
sale or transfer, any book, magazine, periodical, film, video, or
other matter, produce in whole or in part with materials which
have been mailed or shipped in interstate or foreign commerce or
which is intended for shipment in interstate or foreign commerce,
which—

(A) contains one or more visual depictions made after the effec-
tive date of this subsection of actual sexually explicit conduct;
and

(B) is produced in whole or in part with materials which have
been mailed or shipped in interstate or foreign commerce, or
is shipped or transported or is intended for shipment or
transportation in interstate or foreign commerce;

which does not have affixed thereto, in a manner prescribed as set
forth in subsection (e)(1), a statement describing where the
records required by this section may be located, but such person
shall have no duty to determine the accuracy of the contents of
the statement or the records required to be kept.

(g) The Attorney General shall issue appropriate regulations to carry out
this section. '

(h) As used in this section-
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(1)

b4
(a)

(b)

(c)

(d)

(1) the term “actual sexually explicit conduct” means actual but not
simulated conduct as defined in subparagraphs (A) through (D)
of paragraph (2) of section 2256 of this title;

(2) “identification document” has the meaning given that term in
section 1028(d) of this title;

(3) the term “produces” means to produce, manufacture, or publish any book,
magazine, periodical, film, video lape, picture, or other similar matter in-
volving actual individuals and includes the duplication, reproduc-
tion, or reissuing of any such matter, but does not include mere
distribution or any other activity which does not involve hiring,
contracting for managing, or otherwise arranging for the partici-
pation of the performers depicted; and

(4) the term “performer” includes any person portrayed in a visual
depiction engaging in, or assisting another person to engage in,
actual sexually explicit conduct.

Whoever violates this section shall be imprisoned for not more than 5
years, and fined in accordance with the provisions of this title, or both.
Whoever violates this section after having been convicted of a violation
punishable under this section shall be imprisoned for any period of
years not more than 10 years but not less than 2 years, and fined in
accordance with the provisions of this title, or both.

Whoever produces by computer, digital or other similar means wholly virtual
images:
(1) contains one or more visual depictions made after November 1, 1990 of
sexually explicit conduct; and
(2) s produced in whole or in part with materials which have been mailed or
shipped in interstate or foreign commerce, or is shipped or transported or is
intended for shipment or transportation in interstate or foreign commerce;
shall create and maintain individually identifiable records pertaining to
every image portrayed in such a visual depiction.
“Whoever produces any image covered under this subsection shall affix to the
production a statement that the images were completely created by computer and
that no image of any actual minor was used in its production. The producer
shall keep records of the methods used to create the virtual images, include the
specific program and software used, the names and addresses of the program-
mers who created the images, the location of the computer used in the produc-
tion, the date of creation and other records mecessary to verify that no actual
minors were used in the production.”
Any person to whom subsection (a) applies shall maintain the records
required by this section at his business premises, or at such other
place as the Attorney General may by regulation prescribe and shall
make such records available to the Attorney General for inspection at
all reasonable times.
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No information or evidence obtained from records required to
be created or maintained by this section shall, except as provided
in this section, directly or indirectly, be used as evidence against
any person with respect to any violation of law.

Paragraph (1) of this subsection shall not preclude the use of
such information or evidence in a prosecution or other action for
a violation of this chapter or chapter 71 [18 USCS §§ 2251 et seq.
or 1460 et seq.], or for a violation of any applicable provision of
law with respect to the furnishing of false information.

Any person to whom subsection (a) applies shall cause to be af-
fixed to every copy of any matter described in paragraph (1) of
subsection (a) of this section, in such manner and in such form as
the Attorney General shall by regulations prescribe, a statement
describing where the records required by this section with respect
to all images depicted in that copy of the matter may be located.
If the person to whom subsection (a) of this section applies is an
organization the statement required by this subsection shall in-
clude the name, title, and business address of the individual em-
ployed by such organization responsible for maintaining the
records required by this section.

(£) It shall be unlawful—

1)

(2)

(3)

for any person to whom subsection II (a) applies to fail to create
or maintain the records as required by subsections (a) and (c) or
by any regulation promulgated under this section;
for any person to whom subsection II{a) applies knowingly to
make any false entry in or knowingly to fail to make an appropri-
ate entry in, any record required by subsection (b) of this section
or any regulation promulgated under this section;
for any person to whom subsection II(a) applies knowingly to fail
to comply with the provisions of subsection (e) or any regulation
promulgated pursuant to that subsection; and
for any person knowingly to sell or otherwise transfer, or offer for
sale or transfer, any book, magazine, periodical, film, video, or
other matter, produce in whole or in part with materials which
have been mailed or shipped in interstate or foreign commerce or
which is intended for shipment in interstate or foreign cominerce,
which—

(A) contains one or more visual depictions made after the effec-
tive date of this subsection of actual sexually explicit conduct;
and .

(B) is produced in whole or in part with materials which have
been mailed or shipped in interstate or foreign commerce, or
is shipped or transported or is intended for shipment or
transportation in interstate or foreign commerce;
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which does not have affixed thereto, in a manner prescribed as set
forth in subsection (e)(1), a statement describing where the
records required by this section may be located, but such person
shall have no duty to determine the accuracy of the contents of
the statement or the records required to be kept.

(g) The Attorney General shall issue appropriate regulations to carry out

this section.

(h) As used in this section—

(1) the term “sexually explicit conduct” means simulated conduct as defined
in subparagraphs (A) through (D) of paragraph (2) of section 2256 of this
title;

(2) “identification document” has the meaning given that term in
section 1028(d) of this title;

(3) the term “produces” means to produce, manufacture, or publish any com-
puter generated, digital, or other similar matter and includes the dupli-
cation, reproduction, or reissuing of any such matter, but does
not include mere distribution or any other activity which does not
involve hiring, contracting for managing, or otherwise arranging
for the participation of the performers depicted; and

(i) Whoever violates this section shall be imprisoned for not more than 5
years, and fined in accordance with the provisions of this title, or both.
Whoever violates this section after having been convicted of a violation
punishable under this section shall be imprisoned for any period of
years not more than 10 years but not less than 2 years, and fined in
accordance with the provisions of this title, or both.
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