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Quadratic Nonresidues and Applications

Nelson A. Carella

Abstract: This note will show that there is a deterministic polynomial time algorithm for
computing quadratic nonresidues z of absolute values | z | < O(log(p)®) for all primes p, and ¢
> 0 a fixed constant. Further, the same method is used to determine the least quadratic
nonresidues n, < O(log(p)°) of any prime p # 8z — 1.

1 Introduction

A quadratic residue a modulo a prime p is simply a square modulo p. Every square integer is
a square modulo p, but not every square modulo p is a square integer. The quadratic symbol

—1 if x> = a mod p has no solution,
(3J= 0 ifa=0modp, (1)
1 if x* = a mod p has a solution,

is the standard method of identifying squares and nonsquare elements. A nonzero element a
<p is a quadratic residues if the quadratic symbol has the value 1. Otherwise it has the value
—1 and the element is called quadratic nonresidue. The problem of determining the
complexity of constructing quadratic nonresidues is an open problem of interest in
algorithmic number theory because it is a step in several algorithms, for instance, square
roots computing, quadratic form representations of integers etc.

A quadratic nonresidue modulo p is constructible in nondeterministic polynomial time
O(log(p)’) bit operations or better: Simply choose a € F, at random and compute the a1
mod p. Since there are (p — 1)/2 nonzero quadratic nonresidues in F,, the expected number of
trials is 2. In contrast, there is no deterministic polynomial time algorithm to construct a
quadratic nonresidue modulo a prime p, see [Crandall et al., p. 94], [Menezes etal., p. 74], or
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similar references. In this note it will be shown that the construction of quadratic nonresidues
is a deterministic polynomial time operation for any prime.

The existence of a deterministic polynomial time algorithm does not necessarily improve the
current computational methods of generating quadratic nonresidues nor supersede the
random algorithms, as the one described above, since all these algorithms are very efficient
and essentially the same.

2 Preliminaries

This section provides some background information on a few concepts and results used in
later sections, and establishes the notations used. The discussions are of limited scopes, and
the readers should consult the literature for finer analysis.

Densities of Some Primes
The order ordp(a) =min{ k : d*=1modp } of an integer amodulo p is the maximal number
of distinct powers

2 3
l,a,a’,a, ...

modulo a prime p. The order is an equivalent class invariant defined for all pairs (a, p) of
integers, and it is a divisor of p — 1 = @(p).

The distribution of the orders ord,(a) of a fixed integer a as the prime p varies over the
primes has been investigated for quite some time. The parity of the simplest case ordy(2) is
essentially solved using elementary methods. For example, ord,,(2) is even for any prime p =
8k + 3, and for infinitely many primes p = 8k + 1.

Let N(x, b, s, 7) =#{ p <x: 5" || ordy(b) }, the symbol p" || N denotes the maximal prime
power p” divisor of N.

Lemma 1. (Wiertelak 1977) If b is not a square of an integer, and 22 < loglog(x) /
logloglog(x), then the density of the primes p for which the order is even is given by

x 1 x logloglog(x)
N(x,0,2,7)=a(b2,r + , 2
( )=l )logx 0(2”2 log(x)V loglog(x) @

where the implied constant depends on b, and the density a(b, 2, ) > 0 for b # 24" is
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% ifr=0,
ab.2,r)= 11 3)
- ifr>1.
32
and for b =24’ itis
7 if r=0,1
24
ab2,r) =1 % ifr=2, 4)
11 ifr>2.
L3 2r—1
A similar result in [Odoni] gives the distribution as
. . loglog(x)
N(x,b,2,1) = B(b,2,)li(x)+ O li(x)exp| —c, ——————— %)
: logloglog(x)
, dt  x x x .. r S
where li(x)= |—= +—5—+0(-——)is the logarithmic integral, and the implied
slnz Inx In"x In” x

constants are absolute.

The constants a(b,2,1) and B(b,2,1), both positive and less than 1, are computed using
different methods, but both densities match on any given parameters. These densities depend
only on the arithmetic structures of the integers a in the field extensions Q(1 ¥ a1 of the

rational field Q . The error terms in (2) and (5) depend on the behavior of the zeros of the
zeta functions of the field extensions.

These results give specific information on the distribution of the orders ord,(a) of a fixed
integer a as the prime p varies over the primes.

Corollary 2. If a is a fixed squarefree integer, then the set of primes is partitioned as
follows:

{setof primes p } = { p : ordy(a) = 2°n} U {p:ordfa)= 2'n} U {p:orda) = 2n 3,

where n is odd, and k> 2.



Quadratic Nonresidues and Applications

3 The Time Complexity Of Quadratic Nonresidues

The traditional approach to the determination of a quadratic nonresidue attempts to find the
least positive quadratic nonresidue 7, modulo p. In the 1800’s it was determined that n, <
p'? + 1, [Gauss, Art. 129]. The modern methods are by means of exponential sums and/or L-
functions analysis. For example, estimating the least integer M > 1 for which exponential
sum

i(i) <M. | (6)

x=} P

Around the 1950’s several authors used exponential sums analysis to reduce the estimate 7,
<p?+1ton, < p"** ¢ =1271.., and & > 0, see [ Burgess]. The well known

Vinogradov’s conjecture claims that n, = O(p®), € > 0. A combinatorial method is used in
[Hudson et al.] to derive n, < p¥5 +12p'® +33 for p % 1 mod 8. Further, on the basis of the
extended Riemann hypothesis for L-functions it has been established that n, = O(log(p)?), see
[Ankeny]. This last conditional result implies that a quadratic nonresidue is constructible in
O(log(p)’) bit operations. In the other direction, it has been unconditionally proven that there
are infinitely many primes for which n, > colog(p)logloglog(p), co an absolute constant, see
[Graham et al].

Using the Quadratic Reciprocity Law

o (ﬁ)(i) = (D, ©
9 /\P

@ (3) = ()P,
p

it is straightforward to obtain the following quadratic nonresidues:

(1) If p = 8n + 3, then g =—1 and 2 are quadratic nonresidues.
(2) If p = 8n + 5, then g = 2 is a quadratic nonresidue.
(3) If p = 8n + 7, then g = —1 is a quadratic nonresidue.

These are quadratic nonresidues z of least or the least absolute values | z | < O(log(p)°), fixed
¢> 0. The QRL readily produces quadratic nonresidues of any equivalence class of primes p
# 2*n + 1, n odd. However, this is not practical: repeatedly using (7) to obtain quadratic
nonresidues for k =4, 5, ... requires infinitely many equivalence classes to cover all the
primes.
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Note that a single quadratic nonresidue z is sufficient to generate the entire set of quadratic
nonresidues. This is accomplished by multiplication by squares: s — sz, where s runs over
the set of quadratic residues Q = { x* mod p : 0 <x < p/2 }. Likewise, long sequences of
consecutive pairs and equally spaced pairs are generated by

+1)? +)?
z =M—, z, 1, and z, ___(s_z4___v)_’ z,Fv. (8)
5z

R

4sz

Theorem 3. For every sufficiently large prime p there exists a quadratic nonresidue z of
absolute value | z | < O(log(p)°), where ¢ > 0 is a fixed constant.

Proof: Fix a sufficiently large prime p =4n + 1, and a constant ¢ >0, (for p =4n + 3 take z =
—1 or 2). The density of the primes g for which the orders ordy(p) is odd is 1/3, this follows
from either [Odoni] or [Wiertelak], see Lemma 1. Consequently, the density of primes ¢ for
which the orders ord,(p) is even is 2/3. This implies that the set of primes ¢ such that the
orders ord,(p) is even contains primes of the form g = 4n + 3. Now sincep=4n+1lisa
quadratic nonresidue modulo g = 4n + 3 whenever ordy(p) is even, it follows that

(i) = —1 mod p . Further, to show that there are some primes g < O(log(p)*), observe that for

p

a sufficiently large fixed prime p, and x = O(log(p)°), the number of primes g < x for which
orders ord,(p) is even is asymptotic to

31 =§li(x)+0(li(x) exp(— ¢ —I‘MQ—D. ©)

pre logloglog(x)

ord, p=2m

For sufficiently large x, the error term in (9) is sufficiently small to provide a nontrivial
count > 0. "

Corollary 4. Ifp # 8n+ 7 is a sufficiently large prime and ¢ > 0 is a fixed constant, then the
followings hold.

(1) The least quadratic nonresidue n, < O(log(p)°).

M
(2) There exists some integer M < O(log(p)®) such that Z(ﬁ) <M.

x=1

Numerical Data
The algorithm used to generate quadratic nonresidue is given below, the choice of
parameters O(log(p)°) = 2(log(p)*) conform with the Riemann hypothesis.
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Algorithm 1

Input p.

Output z = quadratic nonresidue.

(1) If p # 8n + 1, then return z = —1 or 2 and terminate.

(2) While x £ -1 modp,and g =2k +1< 2(log(p)?), do x = p4 Y mod q.
(3) Returnz =gq.

The data of the numerical experiment for the primes p =4n + 1 <200, and x = 2(log(p)®) is
tabulated below. The data suggests that the main result holds for all primes, not just
sufficiently large primes. The entries in column K are the actual count, and the entnes in
column N = x / 3log(x) are the estimated numbers of primes g = 4n + 3 <x < 2(log(p)* with

ordy(p) = even.

D K N )4 K N

5 1 1.05 97 3 3.74
13 2 1.70 101 3 3.78
17 3 1.93 109 3 3.88
29 3 242 113 4 392
37 2 2.67 137 5 4.16
41 4 2.77 149 4 427
53 4 3.05 157 3 4.33
61 4 3.20 173 4 4.46
73 3 3.40 181 S 4.52
89 5 3.63 193 4 4.60

4 Application to Square Roots Computations

The square roots of elements modulo a prime p can be determined efficiently using
nondeterministic polynomial time algorithms. These algorithms are fast and easy to
implement, see [Bach et al.], [Menezes et al.,], or [Peralta] etc for descriptions. On the other
hand, the deterministic polynomial time algorithm has a higher running time complexity and
it is complicated. This algorithm runs in 0(|x|1/2+810g(p)9) bit operations, any € > 0.
Moreover, there is a dependence on the absolute value of the argument x, forp # 1 mod 16,
it is not dependent on | x |, see [Schoof].

The main result is utilized to complete a random square root algorithm into deterministic

polynomial time algorithms. This algorithm is derived from one of the random square root
algorithms that require the determination of a quadratic nonresidue, only one type is given.

-6 -
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Theorem 4. Algorithm II computes a square root modulo p in deterministic polynomial
time for any prime p.

Algorithm I
Input p, and a square a mod p.

Output + Ja.

(1) Use algorithm I to compute a quadratic nonresidue.

. n Ky
2) Compute the series @, =a", @, =®,z° ,upto@; =1,
p ) + ; p

H

where 2™ is the order of @; modulo p, which is a divisor of 2™~ < 2k,

1)/2 2k=mi=t
(n+l) y Xy T X2 n’

(3) Compute the series x, =a "

all calculations are modulo p.

(4) Return x, = +y/a .

Mechanism of the Algorithm

Algorithm II is a deterministic version of the Tonelli’s algorithm, circa 1890. The basic
probabilistic algorithm has undergone several stages of developments by several authors. A
root of the equation ¥* — a = 0 mod p, a®? = 1 mod p, is determined by a series of
successive approximations. The number of iterations in the algorithm is mostly a function of
the 2-adic valuation v,(p — 1) =£.

g

To uncover its mechanism, writep— 1 = 2*n, n odd, let xo = ,and let @=_2", where z is

a quadratic nonresidue modulo p. Then

(@x2)" =1, (10)

and a”'x2 = @' is a primitive 2t root of unity, 0 < ¢ <2*"". Thus the integer xo = g

mod p is the square root of a or it is nearly the square root of a. In the later case the square
root of a is va=+x,@™'*. The correction factor @' is in the 2-Sylow subgroup
S, ={z" 2", 2", ., z¥"} of the multiplicative group of F,. The determination of the

integer @' can be accomplished using about two different techniques.
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(1) A direct search in the set S, = {z", Z2, z%, ., z"" ), this is practical for small k.

(2) Using a successive approximations algorithm, this is practical for all £.

The later technique determines the integer @' by repeatedly taking powers of 2 of the
expression

1.2 gty 2402y 2R
a x; =" . (11)

This process recursively computes the binary digits of the integer 1= 22 g 2
1,22 + 1,2 + 1. A variation of this technique, which is given here, appears in [Kumanduri et
al, p. 223]. This technique exploits the fact that the 2-Sylow group has a chain
decomposition into cyclic subgroups

l ¢ S8 8§, ¢ S8, © = C S, (12)

2

and the correction factor o’ is in one of them.

To verify the correctness of algorithm II, observe that the sequence of integers
_ _ n2*-mo _ n2k-m _ n2F-m
W, =a", & =,z , O, =02 y ey Wy = @2 =1 (13)

decrease to 1. This is due to the fact that the sequence of orders of the w; is a decreasing
sequence of integers:

ord ,w, =2™, m, <k, ord @, =2™, my <my, .., ord,m,, =1. (14)
Accordingly, there is a sequence of successive approximations
0) aw, = a™ = (a(n+l)/2)2 _ x: (15)
(1) aw, = a2 ™ = xile™ ™|
2) aw, = acolz"zmI =x! (z"(Zk-m_"’zk-m'_l’)Z
(+1) am,, = aa),.z"zk-’"i - x; (zn(2"""°“+2""""‘+--»+2*""1“))2 - (a(n+l)/2Zn(2*_'""_'+2*—'"‘"+---+2*'"’i—'))2.
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Therefore

\/; = +q" 272 = +a(n+1)/2Zn(z"""""+2*'”'"'+---+2”"""") (16)
A single quadratic nonresidue is sufficient to compute square roots modulo a fixed prime p.
Moreover, for some parameters k, » the algorithm can be simplified. For example, ifk=1, 2,

and » is an arbitrary odd integer. The simplifications are as follows.

For k = 1, the primes are necessarily of the form p = 3 mod 4, and the square root formula
(11) or (15) reduces to

() Va=1a""*modp if a”™"* =1mod p. (17)
According to [Turner], 2/3 of all random choices of p and a are handled with this formula.

For k = 2, the primes are necessarily of the form p = 5 mod 8, and the square root formula
(11) or (15) reduces to

) Va= -iz—l(a“'*”“‘(a“"”“ +1)+ 20770 g P (P04 _ )mod p (18)

These two formulae are well known. Formulae of this type are called polynomial
representations of square roots, a few new ones are given in [Agou et al.].
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