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Abstract

We discuss the design of an intrusion detection and response system (idrs) generator.
This design involves a belief fuser, a belief tree classifier, and a memoryless fuzzy
incident responder. The firm’s security policy, its current risk profile, and training data
constitute input streams. The system is designed to produce an incident response that
security officers feasibly adopt to improve the firm’s risk position as indicated in the
corporate security policy. We do not present a prototype for the idrs generator but we
provide sufficient details on the credal and pignistic schemes for the fuser and the
classifier, needed to develop the idrs generator.

Keywords: fuser, classifier, transferred belief model, credal model, pignistic probability,
belief, fuzzy rule base.

Introduction

Intrusion detection is important capability in information assurance. Any security system
remains partial without the support of this capability. Massive data processing, in
intrusion detection, slows the identification of the intrusion and delays the planning of
any incident response action.

Intrusion detection often involves combining multiple sources of information which is,
despite the profusion of statistical research, still a major and difficult task in the
management of uncertainty. But full security is really impossible to maintain in a
computing environment. Security officers, who may know all possible threats, all
possible vulnerabilities, and all available security controls, still cannot make an accurate
projection of all these factors on their computing environment, without thorough and
costly testing activities. Security officers can only develop belief models about the type
of intrusions threatening the system. It is impossible therefore to develop the dual belief
model on the non-occurrence of any type of intrusion, which expresses the amount of
ignorance involved in the security officer’s evidence structure.

Under these conditions, Dempster and Shafer’s theory should apply. We will however
assumne that sensors work independently, which is a very reasonable assumption that can
be easily achieved by configuring the ids reporting system in this manner. This way we
can then prevent the computing complexity imposed by incidence calculus needed to
combine evidence generated by dependent sources.



Table 1: Design tasks studied

Design tasks Descriptions
Sensors configurations The following 8 configurations are examined
1) fully disjunctive; 2) fully conjunctive; 3) partially disjunctive; 4)
partially conjunctive; 5) bijunctive; 6) random disjunctive; 7) random
conjunctive; and 8) random bijunctive.
Fuser n sensors generate n basic belief assignments. The fuser combines evidence
according to the 8 configurations listed above. The fuser also discounts
evidence based on sensors reliability expressed as a basic belief
assignment.
Classifier An induced belief tree will be used as a classifier. This tree is grown based
on the maximization of Shannon’s information gain expressed in terms of
pignistic probabilities obtained from belief functions. A: training data set
will be used to grow the tree and a testing data set will be used in post-
pruning for the elimination of over fitting.
Responder A rule base subsystem will process the output of the classifier and produce
the security controls that reduce risks below a tolerated level according to
corporate security policy.
Demonstration A prototype will not be developed, but numerical examples will be worked
out to the designer satisfaction in terms of the mini-specifications needed to
develop the idrs generator.

This article discusses the design of an intrusion detection system equipped with a incident
response system (idrs). This study will limit design features to those components listed in
Table 1. An experimental framework is given in Figure 1.

Before we further proceed, let us introduce some notations. Let Q be our frame of
discernment for our sensors’ outputs. Also let B be a Boolean algebra of subsets of €2.
The degree of belief held by a sensor S at time t that the actual state ®0 belongs to the set

A of states is equal to x, where A is a subset of the frame of discernment Q and A € B is:

Beliapsy[e(S,t)] (w0 e A)=x.

The belief is based on the evidential corpus e(S,t) held by S at t, where e(S,t) represents
all what the sensor S knows at t. Even though this notation is general and allows for a
dynamic system, this study will be limited to one instantiation of the sensor reporting
system. The idrs generator is hence memoryless, for it does not allow for combining past
data with the current sensors’ reports. This is not in any way meant to be a statefull
inspection system because we do not include the extraction and propagation processes,
and limit ourselves to the combination of evidence alone.

We will soon omit some of the subscripts to ease our notation style. Most often, B is
actually the Boolean algebra 29 the power set of Q. When B is not explicitly stated, it



means that Bel is defined on 2. Also ‘@0 € A’ is often denoted as simply ‘A’. When the

missing elements are clearly defined from the context, S, t, Q and other parameters will
be left out as needed. So Bel;q;[E](A) will sometimes be simply denoted as Bel(A).

That is, Beljo s.s.u[e(S,t)] which denotes the belief function should be viewed as
as a finite vector of length [BJ, with its components formed by the values of
Bel,opsyle(S,t)] (A) for every A in Q. Using our notation, it should be clear that it also

applies to the bba, plausibility, and other functions, as in mqpsy[e(S,H)] (WO € A),
pliassyle(S,0] (W0 € A), respectively.

Let 4 denote our target idrs generator. The idrs generator’s design composes three main
components: a fuser 4. a classifier ¢, and an incident response module «. The idrs is hence
equipped with a fuser ¢ which receives all sensors’ messages and processes them to
produce a fused message. One may consequently write g = idrs({ (D), ¢ (D), = (€)), where

the symbol ‘=" expresses the generator’s design delivery requirements to produce an
incident response given a fused message.

9. D — R,

$70°—D

eD—C

[N 6 — R

where

D: fuser’s input consisting of data patters generated by sensors
R: incident responder’s output consisting of security controls
¢: classifier’s output consisting of intrusion classes.

Peripherals:
@ 2 3 1: Sensors configurations
2: Training data
X X :

3: Security policy

4: Sensors’ reports
5: Incident responses
Subsystems:

A 5 f: Fuser
| idrs | ¢: Classifier

r: Responder

f » ¢ ™ r

Figure 1: idrs design



Most specifications of the idrs generator, are defined in the corporate security policy, for
intrusion patterns and security controls. All specifications for additional technical

requirements should be approved by the security officer before they are added to the
design of idrs generator.

The fuser

The fuser accepts sensors’ messages (no extraction or propagation processes are implied,
as mentioned earlier), combines them, and produces a fused message that the classifier
processes to predict the intrusion type for which the responder produces a set of security
controls. General design specifications may be discussed in terms of sensors
configurations, the fusion process, and the output sent to the classifier. Constraints
imposed by sensors configurations and constraints imposed by the classifier’s input
requirements should be taken into considerations. A fuzzy classifier, for example,
requires that the fuser’s output be expressed in terms of fuzzy subsets. A possibilistic
classifier requires that the fuser’s output expressed in terms of possibilities. Traveling

from one computing method to another is a central element of the fuser’s design
specifications.

This article will however adopt a belief tree classifier. The fuser’s output stream should,
in this case, be written using a belief structure expressed by its basic belief assignments.
That is, the total belief fully committed to a subset E in 2 where Q is the sensors’ frame
of discernment, is expressed using bel(E) and pl(E) defining the credibility and the
plausibility of E, respectively.

m: 2% —[0,1]
Bel(E)=) k<t m(F). QY
PI(E)= ZFAE#@ m(F)

This section should discuss the Smets’ Transferred Belief Model (TBM) [32, 33] design
specifications and computations needed to generate the fuser. Remember, we made the
assumption that all sensors are configured to produce Shafer’s signals expressed in terms
of bba’s. Without this assumption, extra computation steps and approximations may be
needed to bring the data patterns to a belief structure.

In order to ease interpretability in the fuser’s belief structure, we adopt the TBM in two
steps: the credal model and the pinistic model [32, 33]. The reader may alternatively opt
for Shafer’s plausibility functions as a substitute to Smets’ pignistic probabilities, as both
techniques stem from the same belief structure and both add greater interpretability to the
TBM.



The fuser structure at the credal level should look as in Figure 2. A fully asserted
evidence model will have the same design without the evidence discount factors 6=(5,,

. ).

m;: 2 —-[0,1] FC
8,: evidence FD 9 . A2
discount factor PC &Y m: 2 _)[0’1]
D | & § §=(S1, ..., &)
BJ s 3 composite evidence
m: 29 —[0,1] RC g' discount factor
. ' RD | @
3, evidence RB
discount factor

Figure 2: Fuser’s design at the credal level with evidence discount

The fuser combines sensors’ Shafer’s signals and produces the fused Shafer’s signal as a
one fused bba. In order to grant better interpretability we suggest the credal made of the
fused belief structure be transformed into a pignistic model. Alternatively, the security
officer can request Shafer’s plausibility functions. The plausibility function is computed
as Shafer’s belief of the subset minus Shafer’s belief of its complementary.

At this point, Dempster’s rule for combining evidence should apply, at least for both the
conjunctive and disjunctive cases, corresponding to sensors’ FC and FD configurations.
Unfortunately, idrs’ sensors configurations do not always allow for the conjunctive and
disjunctive cases. Multiple configurations should be considered, for which, as is,
Dempster rule does not apply. While we present below most useful sensors
configurations, fusing evidence for these cases is beyond the scope of this study and is
hence left for another occasion.

The corporate security policy should describe how the idrs components are configured.
These configurations may be set, as defined in Table 2, to 1) fully disjunctive (FD); 2)
fully conjunctive (FC); 3) partially disjunctive (PD); 4) partially conjunctive (PC); 5)
bijunctive (B]); 6) random disjunctive (RD); 7) random conjunctive (RC); and 8) random
bijunctive (RB). These configurations are defined as follows:



Table 2: Sensors’ configurations

Configurations Meaning

FD Fully disjunctive: Any sensor of {sy, ..., s} fires.

FC Fully conjunctive: All sensors in_{s, ..., s,} jointly fire.

PD Partially disjunctive: Any sensor of {sy, ..., sy} < {sy, ..., S,}, where m<n, fires.

PC Partially conjunctive: All sensors in {sy, ..., su} < {s, ..., S5}, where m<n, jointly
fire.

BJ Bijunctive: Any sensor of {sy, ..., sy} < {sy, ..., sy}, where m<n, fires and all
sensors in {Sy+, ..., Sy} jointly fire.

RD Random disjunctive: either of m sensors at random fires.

RC Random conjunctive: all m sensors at random jointly fire.

RB ‘ Random bijunctive: either of m sensors at random fires and all n-m remaining sensors
jointly fire.

The credal model:

The design of the creedal step of the idrs generator may be set to fully asserted evidence
or discounted evidence.

The case of fully asserted evidence does not discount the evidence induced from a
sensor’s message. This means that the basic belief assignment expressing the uncertainty
associated with the sensor’s evidence remain fully asserted. That is:

For any E in Q, the sensor’s frame of discernment, we have:

m: 22 —[0,1]
m(Q)=1; Y g<o m(E)=1. 2

Since this sensor’s evidence is fully asserted, then Shafer’s discount factor equals zero,
and the sensor’s reliability may be expressed using a belief structure as follows:

m(sensor reliability)=1 3)
m(sensor non-reliability)=0.

If |s|=1, then there is only one sensor to configure, and the fuser task is reduced to the
simple reporting of one sensor. The belief structure is the same as above (1).

The case of discounted evidence imposes a Shafer’s discount factor of 1- where &
expresses the sensor’s reliability. The reliability belief structure is as follows:

m(sensor reliability)= & 4
m(sensor non-reliability)=1-6.




If |s|=1, then there is only one sensor to configure, and the fuser task is reduced to the
simple reporting of one sensor with discounted evidence. The belief structure is defined
as follows:

m: 29-[0,1]

m(D)=1; > g<qo m(E)=1

For any E in £,

m°(E) = dm(E), and (5)
m%(Q) = (1-.8)m(Q)

In the case where |s[>1, then we have to select the configuration indicated in the corporate
security policy from {FD, FC, PD, PC, BJ, RD, RC, RB}. The incorporation of these
configurations in the idrs generator’s design is beyond the scope of this short paper. We
will however demonstrate this design feature using the following approximation, and the
FD and DC configuration features:

Isi=n
&= average of reliability factors of sensors with evidence discounted after fusion.

That is, the evidence discount only takes place after the fusion task. This is to say that we
first build the fused belief structure then apply the evidence discount.

One may easily show that the FC configuration feature produces the following belief
structure before discounting evidence:

For any E in £, we have:

mE)=m; @ ...® m; (E) = oYk EQEA. AE=E | li- 1nm(E) (6)
where:

4
o =1- Y5, Ec<QEA. AB=o | li=1,0 mi(Ej).

One may also easily show that the FD configuration feature produces the following belief
structure before discounting evidence:

For any E in Q:
m(E)=m; v..vm, (E) =Yk, E<QEv. vk | li=1 o mi(Ej) @)

Independently of the sensor configuration features selected, we obtain the following
belief structure, after applying evidence discount,:

m® (E)= dm(E) for any E in Q;
m® (Q)=(1-8)m(L). (9)



The pignistic model:

Even though we herein demonstrate the pignistic model, the interested reader may
alternatively choose to compute Shafer’s plausibility functions as a substitute to the
pignistic probabilities.

Smets’ pignistic probabilities may be induced from the above belief function as follows:

For any F in £,
p(F) = Y <o m*(E)[FAE//[E|. (10)

We just showed how to use the TBM to travel from the initial specifications defined in
the corporate security policy to the design of an idrs generator’s fuser capable of
incorporating major sensors’ configurations while incorporating Shafer’s evidence
discounts expressing sensors’ reliability conditions. The final fused message produced by
the fuser will be transferred to the idrs generator’s classifier..

As an example, assume that our idrs employs 5 network sensors, as shown in Figure 3,
placed at: netl, net2, firewalll, routerl, and router2. Also assume that we are only
concerned with 3 features: F1, F2, and F3, that take values in {L, M, H}, and 3 types of
intrusions: i1, i2, and i3. Table 3 provides sensors reports. Table 4 gives the results of the
fusion of sensors’ reports.

Sensor: A
Demilitarized :
/\zone: Netl Admin
LAN: Net3
5 z
E Routerl g Router2 Y------5
' =N :
, A Private LAN: H
5 , Net2 A
: ! . :
: - : !
v v v v
idrs feed

Figure 3: an illustration of a fuser



Table 3: Sensors reports and belief structure
Objects F1 | F2 | F3 bel on Classes
S1: in netl L{M|M ml:(i2: .3; Q:.7)
S2:in firewalll | M H L m2:(il:.2; £:.8)
S3: routerl L | M| M m3:(i3:.4; :.6)
S4: net2 H|M|H mé: ( Q:1.0)
S5: router2 L | H | H | ms: (i2vi3:.2; Q:.8)

Table 4: Fusion of Sensors’ reports
g Qi i2 i3 | ilvi2 | ilvi3 | i2vi3
Bel 00| 98| .09 .17 | .27 26 36 44

fused
mfused | .00 | 34 | 09 | 17 | .27 .00 .00 .09

The classifier

The corporate security policy related to intrusion detection should indicate whether we
are allowed to design a supervised classifier or an unsupervised learner. Some
information owners do not allow unsupervised learning because they are very risk averse
to all simulation techniques including random sampling used in machine learning and in
the statistics community. Other information owners may not approve supervised learning
when they are not sure of the quality of the training data sets. Anyway, classifiers may be
designed to provide supervised learning provided that there are sufficient cases for
training and also sufficient cases for testing and for preventing over fitting.

Some of the techniques that a classifier can adopt for its design include: genetic
computing, neural computing, Bayesian reasoning, Dempster and Shafer theory, Fuzzy
set theory, Fuzzy expert system, decision tree, etc.

This area of research has enjoyed great coverage in the literature, and is still very popular
in the data mining community. While we herein discuss the design specifications of a
belief tree classifier, you may alternatively select any model of your choice.

Classification is an important decision support aid [1]. Diverse classification models have
been proposed in the literature [25, 35]. Decision trees are attractive for their intuitive
representation, easy assimilation [6], their cost-effectiveness [23], and their precision
superiority [16, 20]. Within the area of decision tree classification, there are many
algorithms to construct decision trees; you may just choose one of your choices to
incorporate in the idsr generator. Popular decision tree algorithms reported in the
literature and addressed extensively in statistics and machine learning include C4.5 [17],
CART [6], CHAID [22], FACT [21], ID3 and extensions [7, 14, 27, 28, 29], SLIQ and
Sprint [23, 24] and QUEST [20].



A simple decision tree growing process may look as follows:

1. D=D1 v D2 (DI, for training, and D2 for testing and preventing over fitting)

2. Identify the attribute with the largest incremental gain in Shannon's
information, given an initial partition of the training data set, obtained from a
discounted belief structure

3. Reiterate with 2 until you have no longer new attributes

4. Test for over fitting by applying the testing data set D2. Use any pruning
method of your choice to improve the belief decision tree.

For the design of our idrs system, we simply grow the decision tree using the information
gain concept applied to pignistic probabilities obtained from belief functions. That is, the
current attribute to be selected is the attribute that maximizes information gain on the
belief structure given the current training data set partition. Alternatively, one may
choose to use plausibility functions instead of pignistic probabilities. The tree growing
steps reiterate until we are out of attributes. Once we are done, over fitting may be
eliminated with post-pruning using the testing data set.

While most ids systems reported in the literature use training data associated with known
attack classes, our idrs system employs a training data set where the classes are not
known for certain since they are expressed using Shafer’s belief functions. Each class c;
is however defined by a bba m;. The training data set may be defined using an induced
belief decision tree.

Let A be an attribute taking values in {A;, ..., A} based on which a training data set D
may be reorganized into a partition P(A) with k subsets {Pi(A), ..., P(A)}. Givenn
classes {C), ..., Cn} constituting our frame of discernment, the incremental gain g(A) of
information credited to the attribute A is defined by entropy reduction as:

g(A) =i(9)-i(A)

i(9)= e(D)= - po(c)XcIb(pp(c) (11)
i(A) =e(A) = -2 pa(€)2clb(pa(c)
Where:

a=values in {Aj, ..., An},

pp= pignistic probabilities associated with D
p.= pignistic probabilities associated with a
Ib: binary logarithm.

The term e(P) denotes the average amount of information needed to classify a specified
case in a given partition P of the training data set D. Given the state of the tree being
grown, the attribute having the highest information gain will be selected to grow the tree
at the current node.
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Here is an example: Assume that we are concerned with three intrusion attributes of
features defining probe/scanning activities, system performance, and failed attempts of
unauthorized access as follows:

Scan(S)={L: low, H: high}
Performance (P)={L: low, H: high}
Unauthorized access attempts (UAA)={L: low, H: high}

Also assume that we are only concerned with three classes of intrusions defined as
follows:

Classes: C1= Information Leakage
C2= Information Corruption
C3= Denial of service

Let the basic belief assignments for the training data set D, provided in Table 5, be
defined as follows:

m1(C1)=0.4; m1(C1vC2)=0.5; m1(Q)=0.1
m2(C1)=0.5; m2(C1vC3)=0.2; m2(Q)=0..3
m3(C2)=0.7; m3(Q)=0.3

m4(C3)=0.2; m4(C2vC3)=0.5; m4(Q)= 0.3
m5(C2)=0.6; m5(Q)= 0.4

m6(C1)=0.2; m6(C3)=0.4; m6(C2)= 0.4

Table 5: Training data

Table 6: Computation of Bel and m on the data set D

Case | S | P | UAA | Classes

0 |Q [C1]C2|C3]|Cl1vC2 | Cl1vC3 | C2vC3

1 |L|L]|L ml

bel(D) | .00 | 01 | .18 | 21 | .03 | .39 21 24

2 L|H|L m2

mp .00 |.30].18 .21 .03 | .08 .03 .08

4 HIH|L md P.S. Note, in most tables of this article, the bbas and

5 T ITTH 5 probabilities do not add to 1; simply because they
are computed by hand and rounded inconsistently.
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Table 7: Pignistic probabilities
associated with mp

C1

C2

C3

mp 03

3

.39

18

Entropy e(D) = 1.502927

Table 8: Computation of Bel and m for the new tree

¥ |Q [C1]C2|C3]|ClvC2 | C1vC3 | C2vC3
Lowscan | .00 | .26 | .30 | .20 | .00 .16 .06 0.00
Highscan | .00 | .33 | .06 .23 .13 .00 .00 .16
Low per 00|.30].15(.32).10] .12 .00 .00
High per .00|.30|.25|.00| .10 | .00 .10 25
Low UAA | .00 | .23 ]| .30 .00} .06 | 0.16 .06 .16
HighUAA | .00 | 36| .06 | 43| .13 | .00 .00 .00

Table 9: Belief functions for intrusion attributes

g0 [C1]C2|C3]|C1vC2 | C1vC3 | C2vC3
Bel: 00| .98 |.30}.20} .00 .50 30 .20
Low scan
Bel: 00).91].06|.23|.13 .29 .19 36
High scan
Bel: 001].99¢ .15 .32 .10 | 47. 25 42
Low per
Bel: 00[1.0([.25[.00|.10] .25 35 .10
High per
Bel: 00| .97!1.30}.00| .06 .30 .36 .06
Low UAA
Bel: 00| .98 .06 | .43 | .13 { .49 .19 .56
High UAA




Table 10: Pignistic Probabilities
C1 C2 C3

Pignistic: 49 .36 11

Low scan

Pignistic: 17 42 32

High scan

Pignistic: 31 A48 20

Low per

Pignistic: 40 22 37

High per

Pignistic: A48 .23 24

Low UAA

Pignistic: .18 .55 25

High UAA

13

Most data and information needed to demonstrate an example, for the design of the fuser,

are available in Tables 5 to 10.

Shannon’s information gain from the belief structure may be computed as follows:

e(scan) = 1.435725
e(performance)= 1.518261

e(unauthorized access attempts)= 1.454876
e(D) = 1.502927

g(scan) = e(D) - e(scan) = 0.067202
g(performance) = e(D) - e(performance) = -0.015334
g(unauthorized access attempts)= (D) - e(unauthorized access attempts)

Just to show how Shannon’s information gain on the belief structure is computed, we

= (.048051

show the computation for the scan attribute:

e(Scan) = e(Low scan) + e(High scan)

= -3/6 ¥ i=1.3 PL(CHB(PL(C) - 3/6 =13 [Pu(CcIb(PH(Ci))

= _.5[.49*Ib(.49) + .361b(.36) + .11(Ib(.11)]
-5[.17*1b(.17) + .42(Ib(.42) + 321b(.32)]

=1.435725

where py and py; denote the pignistic probabilities of low and high scanning

activities.
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Since there is higher gain of information with the scan attribute, this attribute should be
selected to be the root of the tree. The initial set D will be then divided into two subsets,
one corresponds to low scanning activities and the other to high scanning activities. We
obtain a partition with two subsets D1 and D2, as shown in Figure 4. We reiterate with
the same process applied independently to D1 and D2. The growing process stops when
you encounter a leaf, a singleton partition subset.

Data set D:
Cases: 1,2,3,4,5,6

a High

Low .
Reiterate with D1 and D2 as
for D until a leaf is reached.
Data set D1: Data set D2:
Cases: 1,2,5 Cases: 3,4, 6

Figure 4: Growing the belief tree

The incident responder

The responder, as shown in Figure 5, fits the specifications of a Mamdani’s fuzzy rule
base system (MFRBS), for the fuser produces a basic belief assignment that can be easily
transformed into a fuzzy subset [2, 11]. In fact, you also can skip the computation of
pignistic probabilities and of Shafer’s plausibility functions, as the security officer may
not need to interpret the classifier output but instead wait for the recommendations
generated by the responder.

In order to produce a highly descriptive model of the computing environment, and
achieve easy interpretability of the responder output, a MFRBS will produce rules
defining system behavior as a conjunction of linguistic terms and their labels. This will
allow for a more global and an easier interpretation of system statements detailed in the
corporate security policy.

The literature contains a decent amount of studies on FRBSs [3, 8, 9, 10, 13, 18]. The
closest to what we are doing here will be Duns [3, 13] and Chiu [8] who applied fuzzy
clustering techniques that derive partitions of the input and output fuzzy variables needed
to produce fuzzy rules. Their learning process generates fuzzy rules using clusters
centers. Herrera et al. [18] and Herrera [9, 10] have adopted genetic learning for
approximative FRBS where the learning process uses an optimization problem for which
a genetic algorithm is used to search for the best individual rules that optimise a
prescribed objective function.
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Security
policy

_ Responder:
Intrusion class

= classifier Security
output Fuzzy rule control
base

~_

Figure 5: Responder specs

Even though intrusion detection can take different approaches, they all aim at identifying
events of unauthorized access or penetration to the firm’s computing environment. The
bottom line should be the detection of all violations of the corporate security policy since
a security policy is the definition of the acceptable behavior of the firm’s computing
environment. A simple form of intrusion detection may aim at looking for activities that
are different from the user's or systems normal behavior.

In fact, for the idrs rule base, there is not really any difference between a misuse, an
anomaly, or a policy approach, as long as content is represented in fuzzy rules. The same
specifications apply to all intrusion detection and response approaches. In this case, the
specifications of a Mamdani fuzzy rule base system should apply. Given an intrusion
type, the responder searches the rule base for the most appropriate security control. A
security control may consist of any action, device, procedure, technique, or other measure
that reduces the vulnerability of a component of the computing environment.

Conclusion

This article discussed the design of an intrusion detection and response system generator.
The design of the 1drs generator included an evidence fuser, a classifier, and an incident
responder. This system was designed to accept three main input streams: the firm’s
security policy, its current risk profile, and training data sets, and to produce an incident
response in terms of managerial, technical, and operational security controls that security
officers feasibly adopt to improve the firm’s risk position as indicated in the corporate
security policy. This article did not present a prototype of the idrs generator but
demonstrated sufficient details about the use of the Transferred Belief Model in both the
fuser and the classifier supported by Smets’ pignistic probabilities.
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