Pace University

DigitalCommons@Pace

Pace Law Faculty Publications School of Law

1-1-2006

The Privacy Gambit: Toward a Game Theoretic Approach to
International Data Protection

Horace E. Anderson
Elisabeth Haub School of Law at Pace University

Follow this and additional works at: https://digitalcommons.pace.edu/lawfaculty

6‘ Part of the Computer Law Commons, Intellectual Property Law Commons, and the Science and

Technology Law Commons

Recommended Citation
Horace E. Anderson, Jr., The Privacy Gambit: Toward A Game Theoretic Approach to International Data
Protection, 9 Vand. J. Ent. & Tech. L. 1 (2006), http://digitalcommons.pace.edu/lawfaculty/396/.

This Article is brought to you for free and open access by the School of Law at DigitalCommons@Pace. It has been
accepted for inclusion in Pace Law Faculty Publications by an authorized administrator of DigitalCommons@Pace.
For more information, please contact dheller2@law.pace.edu.


https://digitalcommons.pace.edu/
https://digitalcommons.pace.edu/lawfaculty
https://digitalcommons.pace.edu/law
https://digitalcommons.pace.edu/lawfaculty?utm_source=digitalcommons.pace.edu%2Flawfaculty%2F396&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/837?utm_source=digitalcommons.pace.edu%2Flawfaculty%2F396&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/896?utm_source=digitalcommons.pace.edu%2Flawfaculty%2F396&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/875?utm_source=digitalcommons.pace.edu%2Flawfaculty%2F396&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/875?utm_source=digitalcommons.pace.edu%2Flawfaculty%2F396&utm_medium=PDF&utm_campaign=PDFCoverPages
mailto:dheller2@law.pace.edu

VANDERBILT JOURNAL OF
ENTERTAINMENT AND
TECHNOLOGY LAW

VOLUME 9 FALL 2006 NUMBER 1

The Privacy Gambit: Toward a Game
Theoretic Approach to International

IL.

III.
Iv.

Data Protection

Horace E. Anderson, Jr. *

NEGOTIABILITY AND CONTEXTUALITY OF PRIVACY .....ccccccveiriienns 4
A. Commodification and Negotiability of Information............... 4
B. Contextuality of Privacy ......cccoorieeeeeiicorieieisnieens e siaanns 9
C. Key Privacy Contexts, Characters, and Contours of
COMPEOIIEION ......oeeeeeeviieee i eee s e sas s bans 11
THE UNITED STATES, THE EUROPEAN UNION, AND THE
STATE VS. STATE CONTEXT ......uuuvtieerieneeeirinniereeeeeeeesvssssnnrnrensesones 16
A. Divergent PhiloSoPRIes .....ccccooeivvvereiiiiiinieineenei e 16
B. Conflicting Legislative Results.........cocccoveevieveiiiinieeenciiniincns 18
C. The Tie That BifldS........coouuuuueeiiieeeeeeeeeiiiinieeeieeeeeeneena e aeeanns 23
D. A Negotiated SOIULIOT...........cccouremeeiiiiiiieecce e 25
SETTING THE MODEL.......cotttiiiiiimieeiiietiscnsiieeeesesessnenesssnnsnseeenes 28
CONCLUSION ...uttiiiiieitieeietsiseerssisissereese s ssstressesisantbrassissssmressrisanes 43

“Recent inventions and business methods call attention to the

next step which must be taken for the protection of the person, and for
securing to the individual . . . the right ‘to be let alone.”?

- Samuel Warren and Louis D. Brandeis, 1890

Associate Professor, Pace Law School. I would like to thank Mandy Tran and

Paul Babchik for their able research assistance, and Don Doernberg, James Fishman, and
Gayl Westerman for their insightful comments.

1.

Samuel Warren & Louis D. Brandeis, The Right to Privacy, 4 HARV. L. REV.

193, 195 (1890).

1
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“You have zero privacy anyway. Get over it.”2
- Sun Microsystems CEQO Scott McNealey, 1999

“Privacy” doctrine is currently one of the most high profile and
most vexing areas of the law. Its recent prominence is due at least in
part to the explosion of the Internet over the past decade® — a new
wave of ‘“recent inventions and business methods” to rival
developments in the fields of photography and publishing in the time
of Warren and Brandeis.* Its vexatious nature is due to the
inconsistent comparisons that are sometimes drawn between the
various flavors of privacy in the public discourse.

When we speak of privacy in the Internet age, a distinction
needs to be drawn between what this article will refer to as
“traditional privacy,” the law of whether and to what extent the state
can intrude 1n the private sphere of an individual5, and “data
protection” or “information privacy,” the regulation of the use of
personal information about individuals by non-state interests, such as
corporations.® Unfortunately, much of the public discourse on the

2. See Polly Sprenger, Sun on Privacy: ‘Get Over It’, WIRED NEWS, Jan. 26, 1999,
http://www.wired.com/news/politics/0,1283,17538,00.htm].
3. See, e.g., Patricia Buckley, Technology Consulting Forum: Electronic Commerce

in the Digital Economy, ACCOUNTING TODAY, July 26, 1999, available at 1999 WLNR
5561547,

4, Warren & Brandeis, supra note 1, at 195.

5. Examples of U.S. Federal legislation in this sphere include: the Privacy Act of
1974, 5 U.S.C. § 552 (2000) (regulating the collection, use, and transfer of personal
information by federal government agencies); the Right to Financial Privacy Act of 1978, 12
U.S.C. § 3401 (2000) (limiting access to, and release of, customer financial records by
financial institutions); the Electronic Communications Privacy Act of 1986, 18 U.S.C. §§
2510-2522 (2000) (prohibiting interception and disclosure of certain electronic, wire, and
oral communiecations); the Video Privacy Protection Act of 1988, 18 U.S.C. §§ 2701-2711
(2000) (same). Additionally, and importantly, these rights are protected by the First,
Fourth, and Fifth Amendments to the U.S. Constitution and the jurisprudence interpreting
them. See, e.g., McIntyre v. Ohio Election Comm’™, 514 U.S. 334 (1995) (finding First
Amendment protection for the distribution of anonymous leaftlets); Katz v. United States,
389 U.S. 347 (1967) (finding that “the Fourth Amendment protects people, not places” and
“what [a person] seeks to preserve as private, even in an area that is accessible to the
public, may be constitutionally protected”); Griswold v. Connecticut, 381 U.S. 479 (1965)
(invalidating a Connecticut law which prohibited the use of contraceptives as violative of
the constitutional “right of privacy”); NAACP v. Alabama, 357 U.S. 449 (1958) (finding that
an Alabama law which required the NAACP to produce a list of members’ names and
addresses violated the First Amendment’s “freedom of association”). But see, e.g., Whalen
v. Roe, 429 U.S. 589 (1977) (finding that a New York law requiring the recording of
personal information in connection with prescription drugs was not an unconstitutional
exercise of state power).

6. In the area of information privacy, the federal government has enacted, for
example: the Fair Credit Reporting Act, 15 U.S.C. § 1681 (2000); the Health Insurance
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2006] THE PRIVACY GAMBIT 3

subject of information privacy adopts a framework (and a concomitant
set of expectations) more suitable to traditional privacy: an inviolable
“right to be let alone” by the state.?” As a number of commentators
have recognized, the modern incarnation of privacy, rather than
creating or reinforcing a sacrosanct right against the government,
actually creates a quasi-property right, where personal data is a
valuable commodity and access to it is negotiable.8

Given the negotiable nature of information privacy, concepts
from economics in general, and game theory in particular, can be
useful in framing and explaining the ways in which actors in our
information privacy “system” actually conduct themselves vis-a-vis
personal information. Scott McNealey's opinion notwithstanding,®
individuals in today’s society do have some measure of privacy
protection. The potency of that protection ebbs and flows, depending
in part on the strategic choices made by a number of individual and
institutional actors, including the individual him- or herself.

This article briefly explores several scenarios in which
economic actors compete and cooperate in order to capture the value
in personal information. The focus then shifts to one particular
scenario: the ongoing interaction between the United States and the
European Union in attempting to construct data protection regimes
that serve the philosophies and citizens of each jurisdiction as well as
provide a strategic economic advantage. A game theoretic model is
presented to explain the course of dealings between the two actors,
including both unilateral and bilateral actions. Part I ends with an
exploration of opportunities for seizing competitive advantage, and for
fostering cooperative mutual advantage, through government action.
Several likely equilibrium states are posited, and a single ultimate
equilibrium is predicted.

Part I explores the literature on commodification and
negotiability of information in order to explain the contextual nature
of modern privacy and, further, introduces a number of the contexts

Portability and Accountability Act of 1996, 42 U.S.C. § 1320(d) (2000); the Children’s
Online Privacy Protection Act, 5 U.S.C. § 6501 (2000); and the Federal Financial
Modernization Act (Gramm-Leach-Bliley Act), 15 U.S.C. § 6801 (2000).

7. See, e.g., Susan Llewelyn Leach, Privacy Lost With the Touch of a Keystroke?,
CHRISTIAN SCI. MONITOR, Nov. 10, 2004, at 15; William Safire, Editorial, Medical
Intrusiveness Puts Privacy Rights on the Ropes, SAN MATEO COUNTY TIMES (Cal.), Mar. 11,
2004,

8. See generally Edward J. Janger, Privacy Property, Information Costs, and the
Anticommons, 54 HASTINGS L.J. 899 (2003); Jerry Kang & Benedikt Buchner, Privacy in
Atlantis, 18 HARv. J.L. & TECH. 230 (2004); Richard S. Murphy, Property Rights in
Personal Information: An Economic Defense of Privacy, 84 GEO. L.J. 2381 (1996).

9. See Sprenger, supra note 2,
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4 VANDERBILT J. OF ENTERTAINMENT AND TECH. LAW [Vol. 9:1:1

and actors among which information interactions take place. Then,
Part IT focuses on a single context and a single pair of actors, the
United States and European Union. This part describes their
divergent philosophies regarding data protection, the conflicting
legislative results that have flowed from those philosophies and the
attempts at “solving” the privacy conflict between these two actors via
negotiation.

Part III expresses the U.S.-E.U. privacy conflict as an extensive
form game, explains the history of interaction between the actors in
terms of such game and assesses the current negotiated “solution.”
Finally, the article concludes with a consideration of the traditional
game theoretic underpinnings of the alternative outcomes and
assesses the likely stability of the equilibrium achieved.

I. NEGOTIABILITY AND CONTEXTUALITY OF PRIVACY

A. Commodification and Negotiability of Information

It is no secret that for many of the more developed participants
in the global economy (including the United States), knowledge goods
or information have supplanted manufactured goods as the main
engine of commerce.l® Increasingly, the “commodity production of
knowledge” is the focus of advanced economies.!! Even in the
manufacturing sectors, the processing of information about the goods
sold, and about those who purchase and use them, is as important as
the production and shipping of the goods themselves.!? In what has
been called an “unprecedented proliferation of records and data,” vast

10. By some estimates, “[a]s much as three-quarters of the value of publicly traded
companies in America comes from intangible assets,” leading Federal Reserve Chairman
Alan Greenspan to deem America’s economic output “predominantly conceptual.” See
Kenneth Cukier, A Market for Ideas, THE ECONOMIST, Oct. 22, 2005, at 67.

11. See Paula Baron, Databases and the Commodification of Information, 49 J.
COPYR. SOC’Y U.S.A. 131 (2001). .
12. One example of this development 1s the increased research by manufacturers

into the use of Radio Frequency Identification (“RFID”) technology to track the movement
of consumer goods. A product embedded with an RFID tag can transmit information about
when it leaves the factory, when it leaves the warehouse, when and where it is purchased
at . retail, and, in combination with credit card information collected at the point of
purchase, by whom it is purchased at retail. Wal-Mart, the world’s largest retailer, is in the
midst of an initiative that, by the end of 2006, will require all of its suppliers to use RFID
technology on products shipped to Wal-Mart and Sam’s Club stores. See, e.g., Wal-Mart
Expands RFID Mandate, RFID JOURNAL, Aug. 18, 2003, available at
www.rfidjournal.com/article/articleview/539/1/1/; Laurie Sullivan, Wal-Mart Outlines RFID
Expansion Plans, INFO. WK., June 17, 2004, available at www.informationweek.com/
story/showArticle.jhtml?articleID=22100511.
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2006] THE PRIVACY GAMBIT 5

fields of information about people and their activities populate large
and valuable databases.!® In the modern information economy, even
navigating ostensibly non-commercial activities may involve perusing
databases for pertinent (and thus currently valuable) information. So,
not only do we contribute information to commercial databases every
time we buy a DVD online or use a frequent shopper card at the
market, we also make use of information stored in databases when we
search TiVo for the particulars of a favorite program or peruse a bus
schedule.’*  Individuals are both producers and consumers of
commodity information.

Although, as discussed above, personal information has become
a valuable commodity, its value is not necessarily inherent at its most
granular level. That is, a single piece of information (such as a last
name), or information about a single individual, or even information
about a single transaction involving an individual, may not be
interesting or valuable in isolation. Personal information is actually
the building block of a value-added asset, such as the sort of robust
database of customer profiles and preferences that allows Amazon.com
to provide “1-Click” ordering, Wish Lists, and product
recommendations for its regular customers.’> As with other valuable
assets and thelr inputs, private actors vie to monetize, trade, and
capture the wvalue of information assets, including personal
information. As with bananas or steel, states may seek to benefit from
the trade in these valuable assets among private actors.

13. Daniel J. Solove, Privacy and Power: Computer Databases and Metaphors for
Information Privacy, 53 STAN. L. REv. 1393, 1394 (2001).

14. See Baron, supra note 11, at 135 (citing Andrew Oram, The Sap and Syrup of
the Information  Age: Coping with Data  Protection Laws, at 1,
http://www.oreilly.com/~andyo/professional/collection_law.htm (last visited Jan. 11, 2002));
Solove, supra note 13, at 1394.

15. Amazon’s 1-Click ordering allows the user to accelerate the purchase process by
storing credit card, billing address, and shipping address information in a customer profile.
See Amazon.com, Ordering via 1-Click, http://www.amazon.com/gp/help/
customer/display.htmi?nodeld=468480 (last visited Oct. 6, 2006). The order can be
processed with the click of a single on-screen button. Id. Wish Lists allow users to store
their shipping information along with a list of gifts that they would like to receive. See
Amazon.com, Wish Lists, http://www.amazon.com/gp/help/customer/
display.html?nodeld=897204 (last visited Oct. 6, 2006). The user’s friends and family can
then presumably be directed to amazon.com, where they purchase a desired item, which is
shipped automatically, using the stored information. Id. Amazon provides its
“Recommendations” service by examining a user’s past purchases and past ratings of items.
See Amazon.com, Recommendations, http://www.amazon.com/gp/help/customer/
display.html?nodeld=13316081 (last visited Oct. 6, 2006). By comparing purchasing
behavior of other users whose purchase history overlaps with that of the first user, the
company recommends future items for consideration. Id.
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6 VANDERBILT J. OF ENTERTAINMENT AND TECH. LAW [Vol. 9:1:1

Given information’s status as a commodity that can be built
into a valuable asset, characterizations of information privacy rights
as stark and inviolable, especially as against private actors, seem
incomplete at best. Actors in the marketplace for information assets,
including individual data subjects, negotiate, sometimes overtly and
sometimes tacitly, over access to personal information and its
attendant wvalue. Examples of these negotiations are legion.
Consumers routinely provide personal financial data to financial
services companies in exchange for credit, or at least a chance at
credit (no mortgage applicant seriously expects to receive access to
hundreds of thousands of dollars without providing reams of such
personal information). Customers of consumer products companies
provide their e-mail addresses in exchange for notification of a
merchant’s sales and special offers. Registered users of e-commerce
sites such as Amazon.com register as a prerequisite to the company’s
collecting the type of purchase history data that makes product
recommendations possible. Even outside the consumer context,
individuals often provide personal data regarding previous
employment (including salary and performance data), in exchange for
an opportunity for new employment.

It is not the case that all uses of personal data smack of either
Big Brother or pernicious spam. Many uses are a result of some give
and take among participants in an information marketplace, who,
given the structure of the modern economy, might be seen as
inevitable dealers in information assets.’® Without some dealing in
data, search costs would be higher for both merchants and consumers,
pricing would be less efficient, merchants would have less accurate
portraits of their customers, and there might even be higher incidence
of fraud.l” Absent a negotiation over use of personal data, many on-
line transactions could not occur at all.’® Overall, the marketplace in
personal information has been said to promote lower costs for
businesses and for society as a whole.1®

16. See Jay Weiser, Measure of Damages for Violation of Property Rules: Breach of
Confidentiality, 9 U. CHI. L. SCH. ROUNDTABLE 75, 79 (2002).

17. Id. at 80-81.

18. On many e-comumerce sites, a customer must reveal an e-mail address in order
to create a “paper” trail that allows for tracking of the order and notification of delivery
date. Although some sites provide for alternative payment information, the bulk of e-
commerce transactions require use of a credit card.

19. Robert W. Hahn & Anne Layne-Farrar, The Benefits and Costs of Online
Privacy Legislation, 54 ADMIN. L. REV. 85, 86-87 (2002). See also id. at 106 (describing how
information collection and credit reporting facilitate pooling of loans, increasing creditor
liquidity and making more funds available to borrowers at lower cost).
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2006] THE PRIVACY GAMBIT 7

This notion of negotiability of privacy is not without its
problems. Imposing a negotiation framework on the privacy question
implies arms-length dealings where the parties have information
about, and are constrained by, for example, their respective costs,
target prices, and reserve prices.? However, while the “price” of an
individual’s data may be readily apparent in some situations (in order
to receive a confirmation/receipt, a consumer must provide an e-mail
address), in many other situations it is far from obvious. The
consumer may have no idea what price she should charge a merchant
for her data and thus may have a difficult time receiving true “market
value.”2

Further, the “negotiation” may often be forced on the
consumer. Think of the confirmation/receipt example given above.
What if the consumer does not care about receiving a confirmation and
does not want to hear from the merchant until the product is
delivered? Requiring an e-mail address to complete the transaction
forces the consumer into the information exchange. Finally, the
collection of data by companies may impose an externality on the
consumer: the company benefits from each collection, but does not
bear much in the way of cost. Merchants may tend to over-collect
personal information in many cases.?? According to Daniel Solove, the
explosion of the use of targeted marketing rather than mass
marketing has led to data collection that “extends beyond information
about the consumer’s views of the product to information about the
consumer herself, often including lifestyle details and even a full-scale
psychological profile.”23

As a practical matter, the negotiability of privacy will turn on
issues of power and leverage. Solove uses Kafka’s The Trial to
conceptualize the privacy problem:

Kafka depicts an indifferent bureaucracy, where individuals are pawns, not
knowing what is happening, having no say or ability to exercise meaningful control
over the process. This lack of control allows the trial to completely take over
Joseph K.’s life. The Trial captures the sense of helplessness, frustration, and

vulnerability one experiences when a large bureaucratic organization has control
over a vast dossier of details about one’s life.24

20. The target price is the price at which each side would ideally like to conclude
the transaction. The seller’s reserve price is the minimum price that she will accept, and
the buyer’s reserve price is the maximum price that he will pay.

21. See Hahn & Layne-Farrar, supra note 19, at 103.

22, See id. at 102,

23. Solove, supra note 13, at 1404,

24. Id. at 1421.
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8 VANDERBILT J. OF ENTERTAINMENT AND TECH. LAW [Vol. 9:1:1

The frustration described by Solove explains the periodic public outery
over a particular announced use or misuse of personal information,?>
as well as attempts by users of personal information to assuage that
frustration. An example of such an attempt is the corporate website
privacy policy.26 Compounding the control issue is the question of who
deserves control, or, rather, who deserves to capture the wvalue
associated with the information? Is the individual the sole architect of
the value of the information? Or is the information formed in
relationships with others and given value through the consolidation
and categorization functions performed by advertisers and
marketers?2? Paula Baron characterizes the debate over privacy and
the use of data as being “about the struggle for ownership in pure
information.”?® The struggle may also be characterized as one for the

25. For example, in 2000, Internet advertising company DoubleClick stirred up
controversy, and attracted the scrutiny of the New York State Attorney General and the
Federal Trade Commission, when it announced plans to purchase a company called
Abacus. See Jeri Clausing, U.S. Investigating DoubleClick Qver Privacy Concerns, N.Y.
TIMES, Feb. 16, 2000, quailable at http://www.nytimes.com/library/tech/00/02/
cyber/articles/17doubleclick.html; Crisis Control @ DoubleClick: FTC, Michigan & NY;
Stock Takes a Hit, PrRIvACY TIMES, Feb. 18, 2000, «available at
http://www.privacytimes.com/NewWebstories/doubleclick_priv_2_23.htm. The acquisition
would have led te the mingling of non-personally-identifiable information long collected by
DoubleClick, and personally-identifiable information on many of the same individuals
residing in Abacus’s databases. Clausing, supra. At the time, DoubleClick’s privacy policy
promised users that the company would never merge information it collected in such a way
as to identify an individual. Id. Faced with possible action by the FTC and by various
states because of the inconsistency in its stated policy and its actions, DoubleClick
abandoned the plan to merge the data. See Letter from Joel Winston, Acting Associate
Director, Divison of Financial Practices, Bureau of Consumer Protection, Federal Trade
Commission, to Christine Varney, Esq., Hogan & Hartson, Attorney for Double-Click, Inc.
(Jan. 22, 2001), available at hitp://www.ftc.gov/os/closings/staff/doubleclick.pdf. In 1997,
several database companies, including LEXIS-NEXIS, came under fire for providing their
customers with database access to personal information about individuals, including Social
Security numbers. See Timothy Burn, Daiabase Companies Agree to Police On-line
Information on Net Users, THE WASH. TIMES, June 11, 1997, at B12. In response to
consumer complaints and the threat of legislative and regulatory action, LEXIS-NEXi1S
pulled much of the most sensitive information from its P-Track service. Id. Also in 1997,
online portal Yahoo! discontinued its reverse telephone directory, which had allowed users
to access the name and address of an individual by entering that person’s telephone
number. See, e.g., Yahoo Pulls Phone Search, CNET NEWS.COM, Jan. 3, 1997,
http:/mews.com.com/Yahoo+pullst+phone+search/2100-1023_3-259291.html. The company
cited e-mail complaints received from users as the reason for abandoning the service. Id.

26. Some commentators have criticized such policies as a meaningless exercise. See
Solove, supra note 13 at 1451 (decrying privacy policies as “self-indulgent, making vague
promises such as the fact that a company will be careful with data; that it will respect
privacy; that privacy is its number one concern” and “phrased in a vague, self-aggrandizing
manner to make the corporation look good”).

27. See Daniel J. Solove, Conceptualizing Privacy, 90 CaL. L. REvV, 1087, 1113
(2002).

28. Baron, supra note 11, at 131.
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2006] THE PRIVACY GAMBIT 9

economic/marketing value represented by personal information. As
discussed further in Sections I.B and C, the struggle defined by Baron
is ongoing and contextual, and it is advanced by a potential host of
players beyond the individual and his bookseller.2?

B. Contextuality of Privacy

Because neither the negotiability of data privacy, nor the
marketplace in which individuals negotiate for the value of their
information, is inherently or entirely good or evil, examinations of
information privacy rights should not be made in isolation. Rather,
data privacy rights must be assessed in view of the circumstances
surrounding the data transaction. Solove emphasizes that privacy
should be viewed pragmatically, as a contextual and dynamic legal
phenomenon, rooted in the “concrete, historical, and factual
circumstances of life.”3®  Privacy, and information privacy in
particular, “is not reducible to a single set of neutral conditions that
apply to all matters we deem private.”?® Rather than possessing a
singular, immutable “universal value” across all contexts, privacy
rights depend on their particular social context and the relative
importance of the information practices comprising that context.32

If we are to deal with the privacy issues raised in the modern
information environment, we must accept the contextual nature of
privacy rights. If we are to navigate the contextual nature of privacy
rights, we must recognize the limitations of traditional paradigms for
analyzing those rights. Using the example of U.S. West, Inc. v.
Federal Communications Commission, Solove points out that part of
the difficulty experienced by courts adjudicating privacy cases is that
they are conceptualizing issues regarding the modern collection and
use of personal information by companies as if there is no difference
between that context and that of any other privacy problem.3? In U.S.
West, the telecommunications carrier used First Amendment grounds
to challenge FCC rules implementing consumer privacy provisions of
the Telecommunications Act of 1996.3¢ Using the Central Hudson

29. See discussion infra Parts I.B-C.

30. See Solove, supra note 27, at 1091.

31. Id. at 1092,

32. Id. at 1093.

33. Id. at 1152 (citing 182 F. 3d 1224 (10th Cir. 1999)).

34. 47 U.S.C. § 222, enacted as part of the Telecommunications Act of 1996,
restricts use of, disclosure of, and access to Customer Proprietary Network Information,
stating that:
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disputes settled privately.l’”® Other nations that have earned the
“adequate” designation from the European Union have had to create
much more pervasive and comprehensive systems in order to do s0.177

The European Union’s own assessment of the game illustrates
the degree to which the United States has been able to implement a
“Regulate Lite” system. The Commission Staff Working Document on
the implementation of Safe Harbor (the “E.U. Safe Harbor Report”),
required by Decision 520/2000/EC,178 reports that, although there has
been steady growth in the number of Safe Harbor companies, the
absolute number of companies signed up for the program is still small,
and the market share represented by such companies has not been
analyzed.!’” Therefore, the actual impact of the program on the
marketplace may be slight. Further, the privacy performance of
members of the program has yet to be audited by U.S. regulators, and
it is unclear at best whether any of the members’ privacy policies
undergo regulatory scrutiny.’®® The E.U. Safe Harbor Report
expresses concern with the effectiveness of attempts by Safe Harbor
companies to translate the Safe Harbor principles into written (and
posted) privacy policies, and proposes a more proactive posture on the
part of the Department of Commerce and the FTC in policing these
issues.’81  The issues raised by the E.U. Safe Harbor Report are
indicative of a regime that is still functioning in a largely self-
regulatory manner, with mild government oversight, rather than the
all-encompassing regulation that could have been.

The game’s outcome is not a pure victory for the United States
however, nor is it a pure loss for the European Union. Although the
Commission notes that there have been no comprehensive audits of
compliance with Safe Harbor principles, it also notes that it has

176. U.S. Department of Commerce, Final Safe Harbor Documents: Frequently
Asked Question 11 http://export.gov/safeharbor/FAQL1FINAL.htm (last visited Nov. 4,
20086).

177. For example, Canada’s Personal Information Protection and Electronic
Documents Act (“PIPEDA”) is broad-based, applying with certain exceptions to “every
organization in respect of personal information (a) that the organization collects, uses or
discloses in the course of commercial activities; or (b) is about an employee of the
organization. . . .” Personal Information Protection and Electronic Documents Act, 2000
S.C., ch. 5 (Can.). PIPEDA imposes specific affirmative obligations on collection, use,
disclosure, access, notice, and the like. Id.

178.  Decision 520/2000/EC requires the Commission to assess Safe Harbor three
years after its announcement and evaluate whether the system is providing adequate
protection. See Implementation of Commission Decision 520/2000/EC, supra note 151, at
3.

179. Id.ath.

180. Id. at6.

181. Seeid. at 7-8.
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2006] THE PRIVACY GAMBIT 41

received no complaints from data subjects.1¥2 The number of Safe
Harbor complaints referred to alternative dispute resolution (“ADR”)
organizations such as TRUSTe, the Direct Marketing Association,
BBBOnline, and the American Arbitration Association, has been
“insignificant,” such that the Commission does not have enough of a
sample to evaluate fully the privacy decisions of the program’s ADR
providers.183

It may be that, from the perspective of the European data
subject, U.S. data usage under Safe Harbor has not been
objectionable, or at least not sufficiently objectionable for the harm
done to outweigh the transaction costs of invoking the complaint
system. And despite the issues raised in the E.U. Safe Harbor Report,
the Commission finds that the U.S. Department of Commerce is
generally “carrying out its role in accordance with the Safe Harbour
requirements.”18¢ Additionally, there is much anecdotal evidence that
U.S. firms are becoming more thoughtful about their data protection
posture and policies. A proliferation of written (and posted) privacy
policies, the installation of executive level hires with titles like Chief
Privacy Officer, and the institution by some companies of data privacy
audits are a few examples of this trend. 185 Even though the result
here can be counted as a U.S. win, it certainly presents an outcome
much more favorable to the European Union than that which would
result from total U.S. non-cooperation.

The U.S.-E.U. outcome contains elements of two types of game
settings recognized in the game theory literature. The data privacy
competition is related to both cooperation games, where the players
mutually benefit from cooperating, but only repeated play discourages
defection, and coordination games, where “each state’s best move
depends on the move of the other state.”18¢ The keys to bringing about
a semblance of a “win-win” outcome, as in many iterative interactions,
are mutual concern for the future, an expectation that the players will
encounter each other again, and the capacity for a player to punish
the other in some future period.!8” When these keys are present,
iteration can lead to more cooperative behavior than defecting

182. Id. at6.
183. Id.at11.
184. Id. at 13.

185.  See, e.g., Claudia Rowe, In Business, Keeping it Confidential, N.Y. TIMES, Mar.
3, 2002, § 14WC, at 3; John Schwartz, The Nation: Surveillance 101; Privacy vs. Security on
Campus, N.Y. TIMES, Aug. 4, 2002, § 4, at 3.

186. Chinen, supra note 156, at 148-49 (quoting Jack L. Goldsmith & Eric A. Posner,
A Theory of Customary International Law, 66 U. CHI L. REV. 1113 (1999)).

187.  Seeid. at 167.
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behavior, and to more jointly beneficial outcomes.!® The trade
relationship between the United States and the European Union
(especially as regards personal information) fits the classic criteria for
this sort of result. The volume and connectedness of their mutual
trade make the two parties extremely important partners to each
other, and their interactions can be expected to continue into future
periods without end. Further, the capacity for punishment carries
particular potency in the data arena, given the pervasiveness and
importance of data as both a commodity itself, and as a vital
component of trade in all other commodities.18%

Game theory also predicts the structural and institutional
underpinnings of the U.S.-E.U. data privacy result. Where several
possible equilibriums exist, focal points can be essential to bringing
about a particular, jointly beneficial one. A focal point is “anything
that tends to focus the players’ attention on one particular
equilibrium, in a way that is commonly recognized, tends to make this
the equilibrium that the players will expect and thus actually
implement.”1% Communication is a means for creating focal points;
therefore treaties, or similar agreements, can serve as focal points in
interactions between states. Cooperative moves that would lead to
high joint payoffs can be recorded in an agreement to inform parties as
they consider their moves during the life of the agreement and to set a
minimum behavioral benchmark.!®! In the case of the U.S.-E.U. data
privacy competition, the E.U. Directive, as an agreement among the
E.U. Member States, and the Safe Harbor program (including the
reporting mechanism of the Working Party), as an agreement between
the European Union and the United States, serve the focal point
function by focusing the players on strategy choices, and therefore
equilibriums, that involve some level of regulation by the United
States in order to avoid possible outcomes that might invoke a
cessation of data flows from the European Union to the United States.

Establishment of institutions can also engender cooperative
strategies such as those employed by the players in the current game.
Jointly created institutions, such as Safe Harbor, can be used as a
method for implementing cooperative strategies. Their joint nature
increases the likelihood that the players will not only cooperate

188. See Michael Whincop, The Recognition Scene: Game Theoretic Issues in the
Recognition of Foreign Judgments, 23 MELB. U. L. REV. 416, 419 (1999) (citing ROBERT
AXELROD, THE EVOLUTION OF COOPERATION (1984)).

189.  See discussion supra at Part LA.

190. Chinen, supra note 156, at 1563 (quoting ROGER B. MEYERSON, GAME THEORY:
ANALYSIS OF CONFLICT 371 (1991)).

191. See Goldsmith & Posner, supra note 186, at 1171.
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‘1nitially, but will cooperate in a continued manner over time.!®2 Like

agreements, institutions can also serve to minimize uncertainty and
transaction costs associated with dynamic playing environments.193
Where the underlying assumptions and setting are subject to
evolution, institutions can be used to adjust payoffs and commitments
in an orderly and mutually beneficial manner, with minimal harm to
the relationship between the players.1%¢ Given the dynamic nature of
the U.S.-E.U. data collection and usage environment, and the vital
nature of the trade, creation of institutions such as Safe Harbor is
entirely predictable based on a careful application of game theory
concepts in this space.

IV. CONCLUSION

What 1s the future of the U.S.-E.U. data privacy game? Have
the players reached an equilibrium that is stable in addition to being
mutually beneficial?  What changes can be expected in the
relationship between the players, and in their views regarding the
strategies available to them in the ongoing competition? How will the
parties seek either to seize further advantage, or to protect gains
under the current equilibrium? Of course, none of the answers to the
above questions can be predicted with certainty, but the play of the
game thus far and the levers used by the parties to arrive at the
current state of the world provide some guidance. The parties have
used communication and institutions to create focal points and reduce
uncertainty. Communication of a credible threat to halt data flows,
and the existence of a supranational institution to facilitate carrying
out the threat, led to the adoption of a mild form of regulation by the
United States, rather than no regulation at all. The Safe Harbor
program itself represents an institution that sets baseline
expectations for acceptable strategy choices in the ongoing game, and
also provides communication opportunities.

The European Union continues to signal, via the E.U. Safe
Harbor Report, that certain U.S. strategy choices (more proactive
oversight, audits of Safe Harbor companies by regulators, analysis of
Website privacy policies) are more conducive to continuation of the
mutually favorable current equilibrium than others. The European
Union also continues to signal that “the E.U. panel and data
protection authorities should invite organizations that subscribe to the

192.  Frischmann, supra note 156, at 719.
193. Id. at 683.
194, Id.
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Principles to effectively comply with the Principles and use their
power to suspend data flows if they conclude that there is a
substantial likelihood that the Principles are being violated.”!%
Cessation of data flows is still an option, and both players understand
that. The institutional anchors and communication devices that have
been put in place in this game can be expected to preserve the core
gains (to the European Union as a player, to the United States as a
player, and to their respective data subjects) of the current
equilibrium, while slowly introducing more substance to the “Regulate
Lite” strategy. The individual European citizen will not be completely
let alone, but her data privacy rights with respect to United States
actors will certainly exceed zero.

195.  Implementation of Commission Decision 520/2000/EC, supra note 151, at 8.
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