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playing environment).’®® The players face a binary choice of
strategies, promising different payoffs for each player depending upon
which of the two available strategies she chooses, and which of two
strategies is adopted by her co-player.15® In a game of complete but
imperfect information, a common variant, the players know their own
available strategies and payoffs, as well as the available strategies
and payoffs of their co-player.1®® As noted above, however, a player
does not know which strategy her co-player will actually choose.16!
Payoffs are often represented, and will be represented here, as dollar
amounts gained or lost by the players.

A number of assumptions are necessary in creating the model
and situating the players therein. The United States faces a choice
between regulating uses and transfers of personal data or permitting
such uses and transfers to occur without interference (the choice will
be represented in the model as Regulate/Don’t Regulate). Regulation
entails direct dollar costs in the form of creation and maintenance of
an administrative and/or judicial apparatus to enforce the regulatory
regime. The decision to regulate also reduces U.S. revenues from
commercial uses of personal data. A scheme that regulates data flows
may lead to certain transactions being halted that would otherwise be
completed. Such a scheme may also slow down transactions that
would otherwise be completed on a timelier basis. Fewer transactions
may be completed by U.S. firms, and those firms’ revenues can be
expected to decrease over time. Delays in completing those
transactions that do succeed will also cost the firms revenue. For the
United States as a player in the game, the decrease in the revenue of
U.S. firms can be represented as an aggregate loss by all U.S. firms, or
as a loss of tax revenues for the United States as a state (such tax
revenue loss amounting to a percentage of the aggregate loss by the
firms).

The European Union faces a choice between permitting data
use and transfers by foreign firms on a fairly laissez faire basis, or
restricting such activity (represented in the model as Allow/Restrict).
Restriction entails a direct cost, just as regulation does for the United
States. However, we assume the European Union’s marginal cost to
be lower than the United States’ cost, due to a more developed pre-
existing infrastructure for the regulation of commercial transactions,

158.  See DOUGLAS G. BAIRD ET AL., GAME THEORY AND THE LAW 6-7 (1994).
159. See id. at 8.

160. Id. at 9-10.

161. Id. at 10.
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including data transactions.1%2 A decision by the European Union to
Restrict reduces United States revenues, potentially by a larger
amount than that caused by a United States decision to Regulate (due
to, for example, less concern on the part of E.U. regulators for revenue
effects of their activities on foreign firms than U.S. regulators would
likely demonstrate for their own domestic firms). If the European
Union decides to Allow, it faces a number of costs, some of which are
more quantifiable than others. There will, of course, be political costs
for a government that is seen as failing to protect what its
constituents hold to be a fundamental right. There may even be an
increase in direct litigation costs, as citizens either sue E.U. Member
States for failing to protect their rights or make increased use of
administrative and judicial apparatuses in enforcing rights against
private actors (whose data use and transfer activities are likely to
increase under an “Allow” regime).

Even more important from a strategic perspective is the
question of what costs in the way of lost revenues the European Union
might incur by deciding to Allow. If the European Union Restricts,
more transactions that would otherwise have been completed between
E.U. consumers and U.S. merchants will instead be completed
between E.U. consumers and E.U. firms. Therefore, by Allowing, the
European Union creates the possibility for the United States to
capture more of the value of the personal data of E.U. consumers.
This value is made up of the raw value of transactions with E.U.
consumers, plus whatever multipher effect operates on future
transactions.’®® The value-capture issue forces the European Union,
when making the Allow/Restrict decision, to consider the global reach
of U.S. firms, the relatively aggressive marketing culture of U.S.
business, and the general orientation among U.S. firms toward
maximizing the use of, and return on, personal data as an investment
in the growth of the company.

In the model, for convenience, we assume that the value of the
personal data of E.U. consumers is 100. The United States faces a
cost to Regulate of 20. The European Union maintains a baseline cost
of regulation of 10, reflecting a more highly regulated economy in
general than that of the United States. If the European Union
chooses to Restrict, it incurs an additional cost of 10. If the United

162.  See discussion supra Part ILA.

163. For example, maintaining a robust database of customer identifying data,
preferences, and purchase history may lead to more transactions in the future with
existing customers than if no such data is kept. Additionally, more new customers may be
marketed to, and transacted with in the future, if consumer data can be collected and
transferred to a central marketing department for analysis.
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States declines to Regulate, while the European Union chooses to
Allow, the United States captures 70% of the value of the personal
data, with the European Union capturing 30% (less its baseline
regulatory costs of 10, for a net payoff of 20). If the United States
declines to regulate while the European Union Restricts, the United
States captures 40% of the value, while the European Union receives
60% (less regulation costs of 10 and costs to Restrict of 10, resulting in
a net payoff of 40). If the United States Regulates while the European
Union Allows, each captures half the value of the data, less their
respective regulation costs (20 in the case of the United States, and 10
in the case of the European Union). If the United States Regulates
while the European Union Restricts, the United States earns 30% of
the value, less regulation costs of 20 (for a payoff of 10), while the
European Union captures 70% of the value, less baseline regulation
costs and costs to Restrict (for a net payoff of 70 minus 20, or 50). The
matrix and each party’s payoffs appear as below!64:

Figure 1: Normal Form Game Between U.S. and E.U.

E.U.

Allow Restrict

Regulate (30, 40) (10, 50)

Don’t (70,20) | (40, 40)

Regulate

164. In each pair of payoffs, the U.S. payoff is listed first, and the E.U. payoff second.
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A strictly dominant strategy for the United States under this
model is non-Regulation.®® Regardless of whether the European
Union decides to Allow or Restrict, the United States is better off
choosing not to Regulate (earning a payoff of 70 versus 30 in the event
of an Allow strategy by the European Union, and earning a payoff of
40 versus 10 in the event of a Restrict strategy by the European
Union). Given the dominance of the Don’t Regulate strategy for the
United States, the European Union, acting rationally, will be forced to
pursue a Restrict strategy. As the European Union expects the
United States to choose Don’t Regulate, it is better off choosing
Restrict (and earning 40), rather than Allow (earning 20).

Although the game as set forth above reaches equilibrium, it
does not necessarily produce an optimal or even desirable result. The
United States ends up capturing less value than it otherwise would,
and processing fewer transactions with E.U. consumers. This is
obviously a poor result for the United States, but it is also problematic
for those E.U. consumers who want to transact with U.S. firms. There
are transactions for which U.S. firms might be better suited, either
because E.U. firms do not provide the goods/services involved, or
because U.S. firms can provide the goods/services more cheaply or
efficiently. The inability of such transactions to be consummated
represents a loss to the system in the form of potential value left
uncaptured by anyone. Additionally, there may be some appetite
among U.S. consumers for some regulation of U.S. firms.166 An
outcome that essentially means zero regulation by the United States
of its firms i1s an unfavorable one for U.S. consumers.

Beyond the suboptimality of the result, the model as defined so
far does not quite capture or predict the actual outcome of the game as
“played” in the real world. The United States and the European Union
forged a solution to their data privacy dilemma that provided not only
more than the zero regulation regime anticipated by the normal form
game, but also less than the predicted draconian restrictions on data
usage.'®” The predictive shortcoming of the normal form game here is
because it does not adequately capture the structure of the
relationship between the players. Unlike the motorist and pedestrian

165. A strictly dominant strategy is one that is always the best choice for a
particular player, regardless of the strategy chosen by the other player. See BAIRD ET AL.,
supra note 158, at 11.

166. The vigorous nature of the debate over privacy issues in the U.S., and the
advocacy activities of organizations such as the Electronic Privacy Information Center, the
Electronic Frontier Foundation, and the Coalition Against Unsolicited Commercial Email,
provide strong evidence of such a phenomenon.

167.  See discussion supra Part IL.D regarding the U.S.-E.U. Safe Harbor Program.
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often used to illustrate tort applications of the normal form game,168
the United States and the European Union do not each make a single
decision regarding data protection with no idea of what move will be
the opponent will make. Instead, the players here make a series of
moves as part of an ongoing, recurring set of trade actions. Rather
than being simultaneous, as in the normal form game, the players’
interaction is dynamic and iterative. A party may make a move in one
round of play with an eye toward the effect of that move on future
rounds. Each party uses its opponent’s early round moves to inform
strategy for later rounds. Thus, a more robust tool for analyzing the
U.S.-E.U. data competition is the extensive form game, which provides
the players an opportunity to assess and re-calculate strategy over the
course of repeated interactions.

The extensive form game models multiple rounds of actions
taken by the players, the sequence in which actions are taken, and the
information and options available to the players during each round.169
Despite i1ts usefulness in iterative interactions, however, it is possible
to use the extensive form game to model an interaction between the
United States and the European Union that does little more than
replicate the results of the normal form game. For example, in the
Figure 2 below, with the United States moving first, backwards
induction indicates that the outcome will be Don’t Regulate/Restrict.
Moving last, and faced with the indicated choices, the European Union
will choose Restrict over Allow in the event of a decision by the United
States to Regulate (earning 50 rather than 40, as in the normal form
model above), and it will also choose Restrict over Allow in the event
of a decision by the United States not to Regulate (earning 40 over 20,
as in the normal form model above).1”? In determining its first move,
the United States will take into account that the European Union’s
only rational strategy in the second round is Restrict. Therefore, in
order to secure a payoff of 40 rather than 10, the United States will
choose Don’t Regulate.

168. See, e.g., A. MITCHELL POLINSKY, AN INTRODUCTION TO LAW AND ECONOMICS
43-46 (3d ed. 2003) (citing generally John Prather Brown, Toward an Economic Theory of
Liability, 2 J. LEGAL STUD. 323 (1973)).

169.  See generally Shubik, supra note 154, at 286-88 (describing the game tree used
in extensive form game models).

170. By convention, in each pair of payoffs, the payoff of the first mover (in this case
the U.S.) is listed first.
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Figure 2: Extensive Form Game with U.S. as First Mover

VANDERBILT J. OF ENTERTAINMENT AND TECH. LAW

[Vol. 9:1:1

E.U. Restricts E.U. Allows
O
U.S. uU.Ss.
Regulates US. Regulates
Does Not
Regulate
(10, 50) (40, 40) (30, 40)

U.S. Does
Not
Regulate

(70, 20)

Under the current set of payoffs, the outcome

is no different if

the E.U. is the first mover (see Figure 3 below). Moving last, the U.S.
will choose Don’t Regulate as its more lucrative strategy in the case of

both possible moves by the E.U.. Don’t Regulate nets
of 70 over 30 in the event of an Allow decision, and a

the U.S. a payoff
payoff of 40 over

10 if the E.U. has chosen Restrict. Knowing the decision set faced by
the U.S. in the last move, the E.U. will choose Restrict in the first

move, 1n order to earn 40 rather than 20.17!

171.
the E.U.) is listed first.
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Figure 3: Extensive Form Game with E.U. as First Mover

E.U. Restricts E.U. Allows

O,
U.S. U.S.
Regulates Regulates
U.S. U.S. Does
Does Not Not
Regulate Regulate
(50, 10) (40, 40) (40, 30) (20, 70)

To demonstrate more accurately the impact of iterative play in
the U.S.-E.U. data protection game, we must make adjustments to the
model. The revised model introduces an additional round of play, with
the European Union playing first. The European Union chooses
strategy, the United States follows, and then the European Union
receives a final play.!’? Along with the additional round, there are
adjustments to the parties’ payoffs, due in part to an additional
strategy available to the European Union: Halt.

A number of additional assumptions are necessary in analyzing
the revised model with the Halt strategy available to the European
Union. First, adopting the Halt strategy imposes a significant cost on
the European Union. For purposes of the model, employing the Halt
strategy means ceasing all data transfers from the European Union to
the United States. It is obvious that such a move would heavily and
negatively impact U.S. payoffs, but the strategy is not without pain for
the European Union. The Halt strategy would necessitate more
rigorous (and expensive) enforcement in order to ensure that no

172. It should be noted that, although we posit three rounds of play here, the model
may also be framed as having up to n rounds, with » being an odd number. The E.U.
makes the first and nth moves, and every odd-numbered move in between.
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personal information is transferred to the United States; such
enforcement costs can be expected to reduce the net amount of any
payoff to the European Union from the game. Additionally,
collaborative opportunities between U.S. firms and E.U. firms would
be lost almost completely under the Halt strategy. Without the ability
to share data about customers by transferring data files to U.S. joint
~ venture partners, for example, E.U. firms will be less able to
strategically exploit the wvalue of their information by forming
marketing alliances across the Atlantic. Finally, some of the data
controllers seeking to move data from the European Union to the
United States are E.U. firms, or at least E.U. divisions of U.S. firms.
Such firms or divisions may employ E.U. citizens locally and pay taxes
to E.U. Member States. Cessation of data flows would impact the
revenues of these local players, and reduce the wages and taxes that
they would typically pay in the European Union.

Given the costs of the Halt strategy to the European Union, it
will not employ the strategy lightly. If during any round the United
States chooses Regulate as its strategy, the European Union can be
expected not to pursue the Halt strategy during its turn. If the United
States chooses Don’t Regulate, however, it can expect the European
Union to choose Halt in the next round, leading to a zero payoff for the
United States. We also assume that the cost to Restrict is cumulative;
if the European Union incurs such cost in multiple rounds, then the
total cost to Restrict will be a multiple of the base restriction cost of
10. For example, if the European Union initially Restricts, and then
Restricts again after the United States moves, its additional cost to
Restrict will be 20 rather than the 10 incurred when the Restrict
strategy is chosen (only once) in the normal form game. Therefore, the
payoff to the European Union will be reduced by 10, in the event that
the players pursue a Restrict-Regulate-Restrict chain of strategies.

Other payoffs are similarly affected by the iterative nature of
the game, and the particular sequence in which moves play out. If the
United States Regulates in response to a Restrict decision by the
European Union, the payoff to the United States is reduced by 10.
This result reflects increased costs caused by the adjustment on the
part of U.S. businesses to the practical limitations of the E.U.
restrictions coupled with the legal burdens of a new U.S. regulatory
scheme. If the European Union Allows initially, and then Allows
again following a play by the United States of Regulate, it gains
incremental revenue (its persistently permissive environment acting
cumulatively and providing space for more E.U.-involved transactions
to occur) and sees a +10 change in its payoff over the Allow-Regulate
pairing of the normal form game.
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The players’ payoffs thus emerge as follows: If the parties
pursue Restrict-Regulate-Restrict, the European Union earns 40 and
the United States earns 10, while if they pursue Restrict-Regulate-
Allow, the European Union earns 40 and the United States earns 30.
A choice by the United States not to Regulate following a decision by
the European Union to Restrict leads to a 30-30 split in payoffs if the
European Union Restricts again, a payoff of 50 for the European
Union with a zero payoff for the United States if the European Union
Halts, and a payoff of E.U. = 20 and U.S. = 70 if the European Union
Allows on its second turn. If the players pursue Allow-Regulate-
Restrict, the European Union earns 50 and the United States earns
10, while if they pursue Allow-Regulate-Allow, the European Union
earns 50 and the United States earns 30. Meanwhile, a choice by the
United States not to Regulate following a European Union decision to
Allow leads to a payoff of E.U. = 40 and U.S. = 30 if the European
Union Restricts, a payoff of 50 for the European Union with a zero
payoff for the United States if the European Union Halts, and a payoff
of E.U. = 20 and U.S. = 70 if the European Union Allows again on its
second turn. These payoffs are illustrated in Figure 4 below.

Figure 4: Extended Form Game Including E.U. “Halt” Strategy

EU Restricts EU Allows

us Us us us
Regulates Does Not Regulates Does Not
Regulate Regulate

EU
Restricts

EU - EU EU
Allows Restricts Allows
EU EU
Restricts Allows

EU EU
Restricts Allows

(40,10) (40,30) (30,30) (20,70) (50,10) (50,0) (50,30) (40,30) (50, 0) (20,70)

We can predict that the United States will not pursue any
strategy that would present the European Union with a
Restrict/Halt/Allow set of strategy choices. When presented with such
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a choice, the European Union will always choose Halt, opting to
receive a payoff of 50 rather than 30 (in the case of a Restrict-Don’t
Regulate-Restrict progression of play), 20 (in the case of either
Restrict-Don’t Regulate-Allow or Allow-Don’t Regulate-Allow), or 40
(Allow-Don’t Regulate-Restrict). The only way to avoid the European
Union’s choosing the Halt strategy (and consigning the United States
to a payoff of 0) is for the United States not to choose Don’t Regulate.
Because the United States will not elect a strategy that presents the
Halt option to the European Union, the branches of the tree that
include a Don’t Regulate choice by the United States can effectively be
removed. Only the Restrict-Regulate-Restrict, Restrict-Regulate-
Allow, Allow-Regulate-Restrict, and Allow-Regulate-Allow
progressions are viable. Both progressions that begin with Allow
provide higher payoffs for the European Union than the progressions
that begin with Restrict (50 versus 40). Intuitively, this makes sense,
as the two Allow progressions provide more of an opportunity to avoid
cumulative enforcement costs associated with the Restrict strategy
over multiple rounds of play. As between the two remaining outcomes
that result from an Allow-first strategy, the European Union is
indifferent, as either will yield a payoff of 50.

If, after an Allow-Regulate set of moves by the players, the
European Union is indifferent between Allow and Restrict, how did
the players arrive at the current state of affairs, Safe Harbor (a
regime of mild regulation by the United States) and an Allow choice by
the European Union? One explanation involves each player
communicating important information to the other in advance of, or
even simultaneously with, its actual moves in the game. First, the
European Union communicates to the United States a credible threat
to reduce its payoff from data transfers to zero. The framework
constructed by the E.U. Directive supports this threat by requiring
Member States to take steps to discontinue the flow of data to states
not deemed adequate protectors of personal information.!”™ In any
round where such a strategy is available to the European Union, it
rationally adopts that strategy because of the opportunity for a
superior payoff. Knowing this fact, and respecting the threat, the
United States has an incentive to avoid the “Halt” choice presenting
itself in any given round of play. Thus, the United States is pushed
toward the adoption of some kind of Regulate strategy.

Once the United States chooses the Regulate strategy, there is
still the question of whether the European Union will choose Restrict
or Allow (each of which offers the same E.U. payoff). The United

173.  See Council Directive 95/46, supra note 62, art. 25.
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States has an incentive to attempt to induce an outcome that produces
a higher U.S. payoff (Allow, rather than Restrict). One way to do this
might be to communicate a commitment to protecting personal
information, such as by making an a priori promise to Regulate, albeit
mildly. The European Union might cooperate with such a move by the
United States (by Allowing rather than Restricting on its second and
later turns) because the certainty of some regulation by the United
States is better than the uncertainty of the game without the U.S.
commitment. It is also possible that preserving other aspects of the
trade relationship between the players is worth choosing a strategy
that makes the rival better off, especially when it can be done without
making the mover worse off. By allowing the United States to
communicate some commitment to privacy and to implement some
mild form of regulation, Safe Harbor and the Allow-Regulate-Allow
progression that it represents, a Pareto superior outcome is presented
to the Allow-Regulate-Restrict progression that might otherwise
unfold.174

So which player has “won,” or is winning, this version of the
data privacy game? The short answer 1s the United States. Although
it has been persuaded to adopt a form of a Regulate strategy, such
regulation is relatively mild. The Safe Harbor regime does not reach
the level of comprehensiveness of the privacy protection systems in
European Union nations, and seems to preserve elements of the
historical American laissez-faire approach. For example, rather than
U.S. companies being subject to blanket rules, the Safe Harbor regime
allows a subset of those companies to “opt in” to a privacy-protective
mode of operation. Arguably, this would be a self-selecting group of
firms that consider privacy protection important, and large numbers
of firms that should be the object of regulation will escape scrutiny.
The companies set their own specific rules, via their privacy policies,
although they must align such rules with the Safe Harbor principles.
Further, members of Safe Harbor largely self-report their progress in
achieving privacy goals,'”® and they have the option to have privacy

174,  See e.g., POSNER, supra note 38, at 12-13 (explaining that a transaction or
allocation of resources is Pareto Superior to another if it makes at least one participant
better off without making any participant worse off, and that a Pareto optimal state of
affairs is one where any reallocation of resources would only increase the wealth of one
party at the expense of another).

175.  See U.S. Department of Commerce, Final Safe Harbor Documents: Frequently
Asked Question 6, http://fexport.gov/safeharbor/FAQ6SelfCertFinal.htm (last visited Nov. 4,
2006).
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disputes settled privately.l’”® Other nations that have earned the
“adequate” designation from the European Union have had to create
much more pervasive and comprehensive systems in order to do s0.177

The European Union’s own assessment of the game illustrates
the degree to which the United States has been able to implement a
“Regulate Lite” system. The Commission Staff Working Document on
the implementation of Safe Harbor (the “E.U. Safe Harbor Report”),
required by Decision 520/2000/EC,178 reports that, although there has
been steady growth in the number of Safe Harbor companies, the
absolute number of companies signed up for the program is still small,
and the market share represented by such companies has not been
analyzed.!’” Therefore, the actual impact of the program on the
marketplace may be slight. Further, the privacy performance of
members of the program has yet to be audited by U.S. regulators, and
it is unclear at best whether any of the members’ privacy policies
undergo regulatory scrutiny.’®® The E.U. Safe Harbor Report
expresses concern with the effectiveness of attempts by Safe Harbor
companies to translate the Safe Harbor principles into written (and
posted) privacy policies, and proposes a more proactive posture on the
part of the Department of Commerce and the FTC in policing these
issues.’81  The issues raised by the E.U. Safe Harbor Report are
indicative of a regime that is still functioning in a largely self-
regulatory manner, with mild government oversight, rather than the
all-encompassing regulation that could have been.

The game’s outcome is not a pure victory for the United States
however, nor is it a pure loss for the European Union. Although the
Commission notes that there have been no comprehensive audits of
compliance with Safe Harbor principles, it also notes that it has

176. U.S. Department of Commerce, Final Safe Harbor Documents: Frequently
Asked Question 11 http://export.gov/safeharbor/FAQL1FINAL.htm (last visited Nov. 4,
20086).

177. For example, Canada’s Personal Information Protection and Electronic
Documents Act (“PIPEDA”) is broad-based, applying with certain exceptions to “every
organization in respect of personal information (a) that the organization collects, uses or
discloses in the course of commercial activities; or (b) is about an employee of the
organization. . . .” Personal Information Protection and Electronic Documents Act, 2000
S.C., ch. 5 (Can.). PIPEDA imposes specific affirmative obligations on collection, use,
disclosure, access, notice, and the like. Id.

178.  Decision 520/2000/EC requires the Commission to assess Safe Harbor three
years after its announcement and evaluate whether the system is providing adequate
protection. See Implementation of Commission Decision 520/2000/EC, supra note 151, at
3.

179. Id.ath.

180. Id. at6.

181. Seeid. at 7-8.
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received no complaints from data subjects.1¥2 The number of Safe
Harbor complaints referred to alternative dispute resolution (“ADR”)
organizations such as TRUSTe, the Direct Marketing Association,
BBBOnline, and the American Arbitration Association, has been
“insignificant,” such that the Commission does not have enough of a
sample to evaluate fully the privacy decisions of the program’s ADR
providers.183

It may be that, from the perspective of the European data
subject, U.S. data usage under Safe Harbor has not been
objectionable, or at least not sufficiently objectionable for the harm
done to outweigh the transaction costs of invoking the complaint
system. And despite the issues raised in the E.U. Safe Harbor Report,
the Commission finds that the U.S. Department of Commerce is
generally “carrying out its role in accordance with the Safe Harbour
requirements.”18¢ Additionally, there is much anecdotal evidence that
U.S. firms are becoming more thoughtful about their data protection
posture and policies. A proliferation of written (and posted) privacy
policies, the installation of executive level hires with titles like Chief
Privacy Officer, and the institution by some companies of data privacy
audits are a few examples of this trend. 185 Even though the result
here can be counted as a U.S. win, it certainly presents an outcome
much more favorable to the European Union than that which would
result from total U.S. non-cooperation.

The U.S.-E.U. outcome contains elements of two types of game
settings recognized in the game theory literature. The data privacy
competition is related to both cooperation games, where the players
mutually benefit from cooperating, but only repeated play discourages
defection, and coordination games, where “each state’s best move
depends on the move of the other state.”18¢ The keys to bringing about
a semblance of a “win-win” outcome, as in many iterative interactions,
are mutual concern for the future, an expectation that the players will
encounter each other again, and the capacity for a player to punish
the other in some future period.!8” When these keys are present,
iteration can lead to more cooperative behavior than defecting

182. Id. at6.
183. Id.at11.
184. Id. at 13.

185.  See, e.g., Claudia Rowe, In Business, Keeping it Confidential, N.Y. TIMES, Mar.
3, 2002, § 14WC, at 3; John Schwartz, The Nation: Surveillance 101; Privacy vs. Security on
Campus, N.Y. TIMES, Aug. 4, 2002, § 4, at 3.

186. Chinen, supra note 156, at 148-49 (quoting Jack L. Goldsmith & Eric A. Posner,
A Theory of Customary International Law, 66 U. CHI L. REV. 1113 (1999)).

187.  Seeid. at 167.
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behavior, and to more jointly beneficial outcomes.!® The trade
relationship between the United States and the European Union
(especially as regards personal information) fits the classic criteria for
this sort of result. The volume and connectedness of their mutual
trade make the two parties extremely important partners to each
other, and their interactions can be expected to continue into future
periods without end. Further, the capacity for punishment carries
particular potency in the data arena, given the pervasiveness and
importance of data as both a commodity itself, and as a vital
component of trade in all other commodities.18%

Game theory also predicts the structural and institutional
underpinnings of the U.S.-E.U. data privacy result. Where several
possible equilibriums exist, focal points can be essential to bringing
about a particular, jointly beneficial one. A focal point is “anything
that tends to focus the players’ attention on one particular
equilibrium, in a way that is commonly recognized, tends to make this
the equilibrium that the players will expect and thus actually
implement.”1% Communication is a means for creating focal points;
therefore treaties, or similar agreements, can serve as focal points in
interactions between states. Cooperative moves that would lead to
high joint payoffs can be recorded in an agreement to inform parties as
they consider their moves during the life of the agreement and to set a
minimum behavioral benchmark.!®! In the case of the U.S.-E.U. data
privacy competition, the E.U. Directive, as an agreement among the
E.U. Member States, and the Safe Harbor program (including the
reporting mechanism of the Working Party), as an agreement between
the European Union and the United States, serve the focal point
function by focusing the players on strategy choices, and therefore
equilibriums, that involve some level of regulation by the United
States in order to avoid possible outcomes that might invoke a
cessation of data flows from the European Union to the United States.

Establishment of institutions can also engender cooperative
strategies such as those employed by the players in the current game.
Jointly created institutions, such as Safe Harbor, can be used as a
method for implementing cooperative strategies. Their joint nature
increases the likelihood that the players will not only cooperate

188. See Michael Whincop, The Recognition Scene: Game Theoretic Issues in the
Recognition of Foreign Judgments, 23 MELB. U. L. REV. 416, 419 (1999) (citing ROBERT
AXELROD, THE EVOLUTION OF COOPERATION (1984)).

189.  See discussion supra at Part LA.

190. Chinen, supra note 156, at 1563 (quoting ROGER B. MEYERSON, GAME THEORY:
ANALYSIS OF CONFLICT 371 (1991)).

191. See Goldsmith & Posner, supra note 186, at 1171.
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‘1nitially, but will cooperate in a continued manner over time.!®2 Like

agreements, institutions can also serve to minimize uncertainty and
transaction costs associated with dynamic playing environments.193
Where the underlying assumptions and setting are subject to
evolution, institutions can be used to adjust payoffs and commitments
in an orderly and mutually beneficial manner, with minimal harm to
the relationship between the players.1%¢ Given the dynamic nature of
the U.S.-E.U. data collection and usage environment, and the vital
nature of the trade, creation of institutions such as Safe Harbor is
entirely predictable based on a careful application of game theory
concepts in this space.

IV. CONCLUSION

What 1s the future of the U.S.-E.U. data privacy game? Have
the players reached an equilibrium that is stable in addition to being
mutually beneficial?  What changes can be expected in the
relationship between the players, and in their views regarding the
strategies available to them in the ongoing competition? How will the
parties seek either to seize further advantage, or to protect gains
under the current equilibrium? Of course, none of the answers to the
above questions can be predicted with certainty, but the play of the
game thus far and the levers used by the parties to arrive at the
current state of the world provide some guidance. The parties have
used communication and institutions to create focal points and reduce
uncertainty. Communication of a credible threat to halt data flows,
and the existence of a supranational institution to facilitate carrying
out the threat, led to the adoption of a mild form of regulation by the
United States, rather than no regulation at all. The Safe Harbor
program itself represents an institution that sets baseline
expectations for acceptable strategy choices in the ongoing game, and
also provides communication opportunities.

The European Union continues to signal, via the E.U. Safe
Harbor Report, that certain U.S. strategy choices (more proactive
oversight, audits of Safe Harbor companies by regulators, analysis of
Website privacy policies) are more conducive to continuation of the
mutually favorable current equilibrium than others. The European
Union also continues to signal that “the E.U. panel and data
protection authorities should invite organizations that subscribe to the

192.  Frischmann, supra note 156, at 719.
193. Id. at 683.
194, Id.
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Principles to effectively comply with the Principles and use their
power to suspend data flows if they conclude that there is a
substantial likelihood that the Principles are being violated.”!%
Cessation of data flows is still an option, and both players understand
that. The institutional anchors and communication devices that have
been put in place in this game can be expected to preserve the core
gains (to the European Union as a player, to the United States as a
player, and to their respective data subjects) of the current
equilibrium, while slowly introducing more substance to the “Regulate
Lite” strategy. The individual European citizen will not be completely
let alone, but her data privacy rights with respect to United States
actors will certainly exceed zero.

195.  Implementation of Commission Decision 520/2000/EC, supra note 151, at 8.
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